Journal of Global Research in Electronics and Communication

Volume 1, No. 7, July 2025
Available Online at: www.jgrec.info

RESEARCH PAPER |

An Investigation into the Identification of False
News via Machine Learning Classification Methods

Priyanka Vishwakarma
M.Tech Scholar
CSE Department
NRI institute information science and technology
Bhopal, India
pv531405@gmail.com

Abstract—This research endeavors to employ machine
learning methodologies for the detection of false news. The study
encompasses an introduction, a historical overview, and a
definition of the problem of false news identification. Identifying
False Information has become increasingly challenging in the
contemporary landscape. A primary challenge lies in the early
detection of such news, compounded by the scarcity of labeled
data necessary for training detection models. Subsequently, the
paper discusses False Information detection, addressing its
impacts, diverse forms of news data, categories of False
Information, types of False Information, and the inherent
difficulties in its detection. Furthermore, the exploration
extends to detection techniques, including knowledge-based,
social context-based, and context-based approaches. The
classification of False Information across. The task of discerning
truth from falsehood in news articles is significantly aided by the
application of ML and DL algorithms, enabling the automation
of news classification across diverse categories and the filtering
of detrimental or inaccurate information.
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I. INTRODUCTION

One of the biggest threats to democracy, the media, and
the right to free speech today is False Information. As more
people use social media, they are exposed to new information
and stories every day. False information may have long-
lasting effects and be challenging to correct. Television is
currently less popular than social media, as seen by the
availability of alternative news sources. Even with all of
social media's advantages, traditional news outlets continue to
offer more trustworthy reporting. Furthermore, a great deal of
false news—that is, news pieces with purposefully misleading
information—has been produced online for a variety of
objectives, including political and financial gain, because of
how easy it is to distribute it through social media and how
inexpensive it is to produce news online. The ability of False
Information to gain public trust and spread is greatly
influenced by psychological and social factors. For instance,
it has been demonstrated that when faced with misleading
information and trying to discern between truth and lies,
humans are illogical and wvulnerable. According to
psychological and communication studies, the average
person's ability to detect lies ranges from 55 to 58 percent
(with a mean accuracy of 54 percent) across more than a
thousand participants and more than 100 trials. False
Information is difficult to spot for those who want to accept it
and have no influence over how it spreads [1].

© JGREC 2025, All Rights Reserved

Nitish Gupta
CSE Department
NRI Institute Information Science and Technology
Bhopal, India
9.nitish@gmail.com

A. Background and problem statement

My research aims to "identify False Information flowing
on social media using supervised categorization." In order to
choose this topic, | read a lot of scientific articles and did a lot
of research. Then | came upon this study about spotting false
information.  False Information's destructive potential to
create serious social and national harm makes its widespread
dissemination on social media and other platforms cause for
serious concern. | finished it as | know a lot about this topic.
False information that cannot be verified is referred to as False
Information. Consequently, false statistics or exaggerated
prices for specific services might lead to unrest in some
countries, as was the case during the Arab Spring [2]. Among
organizations attempting to solve the issue of author
authentication are the House of Commons and the Crosscheck
initiative. However, because human detection is necessary,
their utility is restricted. Decisions like these are beyond the
capabilities of people in a world where millions of objects are
made and destroyed every minute. One possibility is to create
an automatic index or grading system for the accuracy of
various news sources and articles. The issue of spotting false
news has previously been the subject of a sizable amount of
research. To complete this study, I first thoroughly reviewed
earlier research, which involved reading a ton of relevant
literature about the unresolved issues that the earlier
researchers had, which I was able to resolve in this endeavor.
In this study, | use supervised machine learning classification
methods to identify bogus news. The potential use of
computer learning to identify false information was one of the
topics examined, and its application demonstrates the
significance of machine learning in this context.

B. False Information Detection

Information that is deliberately deceptive is referred to as
false news. The two key elements of this concept are its
authenticity and significance. It often includes overtly
inaccurate information gathered through interviews and is
spread with the aim of misleading the audience. The
dissemination of inaccurate information via online
entertainment platforms may have far-reaching effects, such
as eroding public faith in the news ecosystem, injuring
specific persons or organisations, or generating widespread
panic [3].

TABLE I. FALSE INFORMATION CATEGORIES
Categories Description
Fabricated Material Ne_:w cqntent that is intentionally cruel and
misleading.
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Content that involves imitating the original
source.

Content that distorts or misrepresents data to
create a false impression.

Content intended for humor or commentary,
which may mislead but lacks harmful intent.
Genuine images or data that have been altered
to mislead the public.

Authentic content presented with incorrect
metadata or context.

Mismatched captions, images, or headlines that
don't support the actual content.

Imposter Content

Misleading Content

Satire

Manipulated Content

False Content

False Connection

C. Impact on False Information

The dissemination of False Information can lead to serious
consequences. The effects of this phenomenon on society
remain uncertain. Since the content of False Information is
deliberately misleading, it may be exploited for personal,
political, or financial advantage, or to tarnish the reputation of
an individual or organization. The extent of the damage
caused by False Information largely hinges on the timing and
context of its creation, the identity and social status of those
producing the news, and the social media platforms used for
distribution. If the spread of false information is not swiftly
addressed, society could face detrimental repercussions [4].

D. A Diverse Range of Data Types for Crafting Intelligent
Narratives

A variety of data types, as outlined in the section below,
contribute to the creation of insightful narratives. People
generally learn about news through one of four methods, all of
which align with the following:

e Text: Language plays a crucial role in deriving
meaning from a series of texts, with a strong focus on
cooperative ~ communication.  Since  language
encompasses more than just words and phrases, the
speaking assessment places significant importance on
proper grammar, tone, and etiquette.

¢ Multimedia: By integrating various elements such as
music, images, videos, and artwork, multimedia
creates a unified presentation. Its visual appeal tends to
captivate the audience swiftly.

o Hyperlinks/Embedded Content: Hyperlinks allow
readers to access additional information on a topic,
highlighting the motivations behind an article and
fostering trust. Writers often incorporate social media
references to summarize significant online content,
including Facebook posts, YouTube videos, tweets,
and SoundCloud clips.

e Audio: Sound is one of the 222 components of
Interactive  Media Classification, a  distinct
categorization for news sources. This medium
encompasses various formats, including podcasts,
radio broadcasts, and streaming services, effectively
reaching a broader audience.

E. Categories of False Information detection
There are three ways to recognize False Information:

o Fabrication is generally defined as the purposeful
omission of information from another origin. The
information source is aware that the narrative contains
inaccuracies. The use of fabricated data is essential for
creating convincing reports [5].

e Tactic: The public is misled by this advertising
through the use of advanced diversionary strategies.
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False information is spread through a variety of
channels. Only a small number of people could
imagine the story being real. An example of this would
be the propagation and acceptance of false information
about Donald Trump on various online entertainment
platforms, like Facebook, Twitter, and online
publications, due to political competitiveness.

e Parody: A source portrays False Information as
humorous. Because of irony, people are confused by
the beginning of the subject. Some people could
mistakenly think it is accurate [6].

F. False Information Varieties

Authors have identified several styles of False Information
in their recent paper [7] , which are summarized below.

e Visual-based: These types of False Information
heavily rely on graphics, potentially incorporating
manipulated images, doctored videos, or a
combination of both [8].

e User-based: Disseminated through fictitious
accounts, this form of False Information is crafted to
resonate with specific demographics.

o Knowledge-based: These posts present purported
scientific explanations for unresolved issues, aiming to
persuade users of their authenticity, such as natural
remedies for elevated blood sugar.

e Style-based: These pieces are produced by
photojournalists, often claiming affiliation with UN
agencies, who fabricate news and replicate journalistic
styles.

e Stance-based: This involves presenting factual claims
in a way that distorts the original meaning and intent.

Il. CHALLENGES

More than one-third of the world's population actively
utilizes digital platforms, such as social networking systems
and messaging programmers. These platforms have
drastically altered manner in which people engage and
communicate online, introducing a whole new wave of apps
and changing the existing data ecosystems. Specifically,
digital platforms have radically altered the production,
dissemination, and consumption of news, generating both
unanticipated benefits and complex challenges.

e Data Collection: During the data collection phase, a
challenge arose concerning the interconnectedness of
news feed topics, stemming from the broad thematic
categorization employed by most instructive
platforms. This issue was addressed through careful
consideration of the thematic scope of the platforms.

o Data Analysis and Interpretation: Following data
collection, significant focus was directed towards
feature-based analysis to extract meaningful insights.

e Data Preprocessing Methodology: Subsequent to
thorough evaluation and interpretation, the data
underwent preparation and cleansing to ensure its
suitability for further learning-related analyses.

e Learning Model Selection: The selection of an
appropriate learning model was a critical step in the
process.

e Model Optimization for Enhanced Accuracy:
Efforts were focused on refining the model's
parameters and hyperparameters to achieve improved
accuracy and performance.
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I1l. DETECTION MECHANISMS FOR FALSE INFORMATION

A. Content-Based Approaches

Content-based algorithms identify False Information by
analysing linguistic and visual cues extracted from the news
content. These algorithms forecast deception indicators based
on features within the text or images. Below are the primary
content-based approaches used in False Information detection
systems:

B. Linguistic Cue Approaches

This method uses linguistic analysis to detect deceptive
content. Since authors often have control over the editorial
process, their language use can reveal important clues [8], [9].
The analysis focuses on syntax, grammar, word choice, and
structure. The main linguistic methods include:

1) Bag of Words (BoW):
e  Treats each word in a document as a separate feature.
e Analyzes word frequency (e.g., n-grams) to detect
disinformation indicators [10].
e Limitation: Ignores word order and context, reducing
effectiveness [11].

2) Stylometric Analysis:
e Evaluates an author's unique writing style.
e Includes analysis of vocabulary usage, sentence
structure, and writing rhythm.
e  Useful for identifying the authorship of content.

3) Deep Syntax:

e Employs probabilistic context-free grammars and
parse trees for grammatical analysis.

e Enables detailed syntactic evaluations without
needing external context.

e Analyzes patterns such as excessive advertising,
sensational headlines, and emotive language.

e  Assesses authorship presence and structural features
rather than just article content.

C. Knowledge-Based Approaches

Knowledge-based methods rely on external verification to
assess the truthfulness of news content. This approach
combines machine learning with knowledge engineering and
addresses challenges like the rapid spread of misinformation
on social media platforms (e.g., Twitter) [12]. It is classified
into three main categories:

e Expert-Driven Fact Verification: Utilizes domain
experts to verify claims manually.

e Computational Fact Checking: Leverages
algorithms and structured knowledge bases (e.g.,
knowledge graphs) to validate facts.

e Crowdsourcing-Based Fact Verification: Gathers
input from large groups of users to evaluate content
authenticity.

D. Social Context-Based Approaches

These methods assess the credibility of news based on
social media engagement patterns. They analyze the
behaviour of users, the structure of social networks, and
interactions between posts [13].

There are two main strategies:

1) Stance-Based Techniques:
e Analyze user opinions and reactions to related posts.
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e Determine credibility based on consensus or dissent
within user responses.

2) Propagation-Based Techniques:
e  Study the spread of news across the social network.
e Evaluate credibility based on how information flows
and the nature of user interactions.

E. False Information classification

The idea of False Information must include both veracity
and intent. Conspiracy theories do not belong under this
classification because it is sometimes difficult to determine
whether they are true because the term "False Information"
itself suggests that it contains inaccurate material which can
be independently confirmed. The erroneous information was
created with the intention of misleading the reader, as
indicated by second factor, "purpose,” which was examined.
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Fig. 1. An overview of the detection and characterization of False
Information on social media platforms.

F. Social media

Social media represents a modern form of communication,
offering an accessible platform for individuals to voice their
perspectives. Contemporary social media platforms have
effectively minimized geographical constraints, enabling
connections between individuals irrespective of distance.
These platforms facilitate instant messaging and document
sharing, fostering opportunities to cultivate relationships
across diverse cultural, social, and national boundaries.
Moreover, social media serves as a channel for reporting
injustices and disseminating information. However, the dual
nature of social media is evident, as it is also exploited to
spread misinformation, leading to public confusion and, in
some instances, social unrest. Therefore, mitigating the
proliferation of False Information on social media is
imperative to protect both national interests and the well-being
of its citizens.

Fig. 2. Social Media
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IV. MACHINE LEARNING CLASSIFIERS

The subject of Al known as ML focusses on teaching
algorithmic models how to carry out certain tasks by
identifying patterns in collected data. These models operate
under various learning paradigms, including supervised, semi-
supervised, and unsupervised learning [14]

A. Supervised Learning

The supervised learning method teaches models the
connection between input characteristics and their outputs by
training them on labelled datasets. You may use these models
to train them on fresh data that has never been seen before. To
illustrate the point, a collection of pre-classified photos is used
to build a machine learning system that can distinguish
between benign and malignant tumours. The system is able to
distinguish between benign and cancerous photos after the
training process[15][16].

B. Classification Algorithms

Classification tasks in machine learning often utilize
algorithms such as SVM, LR, and DT. These algorithms are
commonly used in applications like distinguishing between
fake and genuine news articles by learning from labeled
examples within a dataset.

C. Support Vector Machine

Support Vector Machines are versatile prediction models
applicable to both regression and classification tasks. This
method involves mapping training examples into n-
dimensional spaces, followed by the creation of a hyperplane,
or a set of hyperplanes, to delineate predicted classes. The
fundamental principle of SVMs is to optimize the margin
between each data point and its corresponding category.
However, the computational demands of transforming data
into higher dimensions become prohibitive as dimensionality
increases. To address these computational challenges, SVMs
utilize the kernel trick. A common kernel is a linear kernel,
which employs a simple dot product on vector inputs. For
introducing non-linearity, alternative kernel functions such as
RBF, polynomial, and hyperbolic tangent can be specified.

e
] .

Fig. 3. Support Vector Machine

1) Decision Tree

It is possible to use a decision tree as a predictive model
for both regression and classification. The branches of tree are
constructed using training examples and indicate observations
about the data. While tree leaves contain task-specific target
values. The tree is constructed by iteratively dividing the
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collection of samples and selecting the optimal dependent
variable based on metric employed by training method. The
training algorithm measurements involve Gini impurity (eq.),
Variance reduction, and Information gains, Equation

G(p) = Z{=1(Pi Yk FEP)=1-— Z{:l piz (1)
H(S) = Iz(pL,p2, ....,p)) = =X, pilogpi (2)
1G(S,a) = H(T) — H(S|a) (3)

2) Naive Bayes

Naive Bayes is a classification model used for prediction
that operates under the assumption that independent variables
are conditionally independent of each other. This model is
based on Bayes' theorem and is mathematically represented as
where (y_k) represents a dependent variable with (K) potential
values, and (x_1) through (x_n) are (n) independent variables.

_ P(yp)P(x1,%2,...%n|Vk) 4)

P X1 Xy, n X
Oelx1, Xz X P(x1,.. xnl¥i0)

Assuming the naive independence and constant P(x1, x2,
..., Xn) for the given set of independent variables, we can
simplify the equation to predictive form in the equation, where
it is a predicted value.

P(yk|x1!x2! ""!xn) X P(yk) H?:lp (xilyk) (5)
y = aregmaxP (y;) [1i=1 P (x:1yx) (6)

3) KNN (K-nearest neighbor)

The KNN algorithm, a supervised ML technique, offers a
straightforward yet effective approach to both regression and
classification tasks. The algorithm operates by calculating the
distances between a set of data points, sorting these distances,
and identifying the 'k' nearest neighbours. For regression and
classification, the mean and median of the 'k’ labels are then
computed, respectively. KNN is also applicable in pattern
recognition and intrusion detection scenarios [17].
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Fig. 4. K-nearest neighbour

4) Logistic regression

Additionally, supervised machine learning is carried out
using it. Logistic regression always produces a binary result
(0 or 1, True or False, Yes or No), which represents the
likelihood that an event won't take place. The output of the
dependent variable is always a binary value within this.
Consequently, it is also known as logic regression.
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Fig. 5. Logistic Regression

5) CNN (Convolutional Neural Network)

Convolutional Neural Networks employ matrix
multiplication to generate outputs for subsequent training
phases, a process termed convolution, hence the name. The
CNN is trained using word vectors, which are the
representation of words in NLP. Determining the number of
filters and kernel size is part of the training process. While
CNNs may function in more than one-dimension, one-
dimensional CNNs (ConvlD) are often used in natural
language processing and text categorisation. Conv1D handles
word vectors represented by one-dimensional arrays. Every
time the training data is iterated through, the input is
multiplied by the filter weights, and the output is saved in an
output array that may be thought of as a filter or data feature
map[18].

V. LITERATURE REVIEW

Wynne and Swe (2022) To enhance the precision of False
Information detection, it is proposed to develop an ensemble
classifier utilizing the LIAR dataset. Empirical evidence
indicates that the suggested two-layer ensemble classifier
exhibits superior performance compared to existing state-of-
the-art methodologies, with an improvement margin of 2.3
percent [19].

This study, S and Raja S (2022) introduces a method for
detecting False Information on social media, an essential
platform for the current generation. A voting ensemble
process is employed to ascertain the veracity of information
circulating on social media. This approach is constructed
using three machine learning-based classification algorithms.
The evaluation results highlight the prominence and validity
of the developed methodology[20].

In this work, Chaturvedi et al. (2021) proposes a novel
method for identifying False Information through the
application of machine learning methodologies. The study
indicates that the suggested approach uses a passive-
aggressive algorithm to classify results accurately. This type
of algorithm remains passive until a misclassification occurs,
at which point it becomes active, implementing updates and
modifications. The primary aim is to rectify errors while
minimizing the impact on overall results, thereby achieving
favourable outcomes. Empirical assessments suggest that this
method achieves an accuracy rate of approximately 96
percent[21].

In this study, Tian and Baskiyar (2021) A method for
detecting False Information based on a k-nearest neighbours
machine learning model is presented. The study achieved a
peak accuracy of 91.3 percent through the utilization of
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Genetic and Evolutionary Feature Selection in a system
designed for detecting False Information. Furthermore, by
employing the GEFeS-identified features alongside an
optimized k value, a quantum KNN was trained and tested to
explore the potential of quantum ML techniques in addressing
False Information identification challenges. The QKNN
models demonstrated an accuracy rate of 84.4 percent, which
is a notable result [22].

This work, Puraivan et al. (2021) A combined approach
using supervised learning for prediction and unsupervised
learning for feature extraction is proposed for False
Information detection on microblogging networks. The
linguistic and network features of Twitter news are
investigated, and techniques such as PCA and t-Distributed
Stochastic Neighbour Embedding are used to identify latent
patterns in the data. Results suggest that non-linear
separability outperforms linear separability for data
classification. Furthermore, Extreme Gradient Boosting
identifies the most significant features with an accuracy rate
of 99.26 percent [23].

This study, Abdulrahman and Baykara (2020) focuses on
text-based categorization of False Information on social media
platforms. The study employed four traditional feature
extraction methods and ten distinct deep learning and machine
learning classifiers to categorize a False Information dataset.
The results demonstrated the feasibility of identifying text-
based False Information, particularly when using a
convolutional neural network. The classifiers achieved
accuracy rates ranging from 81% to 100% in this study [24].

This work, Jain et al. (2019) presents a model and
methodology for the identification of False Information. The
author employed ML and NLP techniques to compile news
articles, subsequently utilizing a Support Vector Machine to
ascertain their authenticity. The results of the proposed model
are compared against existing models, demonstrating
successful operation with an accuracy rate of up to 93.6
percent [25].

VI. CONCLUSION

Given the nascent nature of deception detection research
on social media, ongoing investigations aim to identify more
precise methodologies for discerning misinformation within
this dynamic environment. The findings of such studies may
guide researchers in selecting effective combinations of
approaches for False Information detection on social media.
Future work could explore an enhanced algorithm for False
Information detection, such as a Naive Bayes classifier in
conjunction with a support vector machine and semantic
analysis. Establishing a False Information detection system is
crucial for fostering critical evaluation of information
encountered on social media platforms. Such a system would
empower individuals to make more informed decisions and
reduce susceptibility to manipulation
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