
Journal of Global Research in Electronics and Communication 

Volume 1, No. 4, April 2025 
Available Online at: https://jgrec.info/index.php/jgrec/index 
ISSN: 2321-3175 

 

© JGREC 2025, All Rights Reserved  1 

 

R E S E A R C H  P A P E R  

Survey on IOT Security Vulnerability Risk 

Mitigation and Emerging Trends  

Dr. Mohammad Sabir,  
Associate Professor, 

Electronics and Communication Engineering, 

Geetanjali Institute of Technology and Management, 

md.sabir@gits.ac.in 

 

Abstract—The latest technological advancement, known as 

the Internet of Things (IoT), functions as a crucial force that 

links billions of intelligent devices throughout the healthcare 

industry sectors, as well as transportation systems and 

agricultural production, together with industrial operations. 

The extensive implementation of IoT systems brings important 

efficiencies and automation as well as data-powered decision 

processes, despite creating multiple security and privacy 

challenges for widespread implementation. IoT devices exist in 

resource-limited environments where their security features are 

insufficient, making them susceptible to data leakage attacks in 

addition to distributed denial-of-service (DDoS) attacks and 

unauthorized intrusions. The research analysis examines 

existing IoT security challenges along with their protective 

measures, which involve key management systems and machine 

learning detectors, and blockchain authentication protocols as 

examples. The survey tracks current security advancements 

that include AI monitoring for anomalies and implementations 

of zero-trust frameworks and TPMs, and PUFs hardware 

security elements. This paper explores recent evidence from 

literature and actual events to show that IoT systems need 

adapted security solutions that scale effectively and operate with 

minimal weight. Research gaps and future strategies for IoT 

network resilience as well as trustworthiness, appear in this 

survey for promoting improvements in an interconnected digital 

environment. 
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I. INTRODUCTION 

The IoT stands as a vital digital infrastructure component 
that current technology serves to modernize different sectors 
and adjust human-technological interactions. IoT represents a 
system that unites various devices such as RFID tags, heart 
rate monitors, sensors, and intelligent meters to obtain, 
transfer and examine data with embedded systems and 
network connectivity [1][2]. Users can employ various sectors 
to install these things for intelligent decision-making in 
conjunction with real-time automation and monitoring. 

The worldwide implementation of IoT devices shows a 
remarkable speed of growth. The quantity of connected 
devices rose from 8.4 billion in 2020 to 20.4 billion in 2022, 
based on recent data. The rapid rise of IoT directly 
corresponds to significant economic value growth because the 
industry is expected to generate over 4 trillion USD in revenue 
by 2025, while starting at 892 billion USD in 2018. Digital 
economy expansion is the main factor driving this rise in 

revenue [3]. The extensive growth of IoT has led to 
revolutionary applications in smart homes, distant patient 
observation and industrial automation and city management 
effectiveness [4], enhancing customer convenience, 
operational efficiency, and service personalization [5]. 

The IoT ecosystem continues to face many cybersecurity 
threats because of its limited resources and multiple device 
structure types. The lack of enough security mechanisms 
during deployment leaves numerous IoT devices vulnerable to 
attacks. The attack of a Jeep during highway travel in St. Louis 
by ethical hackers exemplifies how devices can be hijacked 
remotely to gain access to vehicle controls, including braking 
and engine operations, and entertainment functions [6]. Large-
scale attacks from Distributed Denial of Service (DDoS) 
methods using Mirai malware-based botnets disrupt major US 
and French Internet service providers through thousands of 
hijacked IoT devices [7]. 

Standard security architectures find it difficult to adjust 
their methods to constraints present in IoT devices since they 
use limited computational power and draw limited power. 
Insufficient infrastructure capabilities block the proper 
deployment of cryptographic protocols, which results in poor 
functionality of essential protection services and secure 
connection maintenance. Developers now prioritize the 
creation of optimized key management plans that support the 
particular IoT ecosystem needs. The entire process consists of 
key creation along with distribution systems and protection 
frameworks, utilization elements, and revocation 
functionalities. The implementation of a secure scheme 
requires trusted entities to assign cryptographic keys, followed 
by protected distribution protocols based on cluster-based 
logical network architecture [8]. 

Several new security patterns are currently being 
developed for IoT security as global threats evolve. Artificial 
intelligence (AI), together with machine learning (ML) 
systems, is used for real-time anomaly detection followed by 
automated threat mitigation processes [9][10][11]. Blockchain 
technology provides decentralized authentication while it 
offers an unalterable database storage solution. Zero-trust 
security models are now gaining popularity through 
continuous least-privilege access security policies that span 
across all networks. The security features of Through 
hardware mechanisms, Trusted Platform Modules (TPMs) 
and Physically Unclonable Functions (PUFs) provide 
fundamental device protection. These new security 
innovations combine to create an adaptive intelligent safety 
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solution set that protects the continuous growth of IoT 
systems. 

A. Structure of the Paper 

This review paper includes Section II on IoT security 
vulnerabilities, Section III discusses risk mitigation strategies, 
Section IV covers challenges and future directions, Section V 
presents the LOR, and Section VI concludes with findings and 
future research suggestions. 

II. SECURITY VULNERABILITIES IN IOT  

The security of IoT devices must be paramount because 
they directly connect to the physical infrastructure. The open-
source security flaws discovered in these devices create direct 
dangers to operational safety, particularly in industrial 
applications and critical infrastructure [12][13]. Attackers are 
unable to alter device settings in a manner that might endanger 
workers or equipment when proper security safeguards are in 
place. As more businesses integrate IoT devices into their 
physical infrastructure, this is very helpful. 

A. Common threats and attack vectors  

Three categories may be used to classify security 
concerns. dangers in the form of hardware assaults (using IC 
applications). The second concern is the use of malicious 
software to take over devices completely. Lastly, dangers that 
intercept and alter data while it's in transit [14][15].  

B. Case studies of IoT security breaches  

Several notable case studies highlight the consequences of 
IoT security flaws in the real world: 

 Miraa Botnet: The Miraa botnet launched huge DDoS 
assaults in 2016 by taking advantage of IoT devices' 
default passwords, resulting in widespread internet 
disruptions [16]  

 Smart Home Intrusions: Researchers have shown 
how flaws in smart home appliances may be used to 
monitor activity, get unauthorized access, and even 
take control of home automation systems.  

 Industrial IoT: Industrial IoT device security lapses 
may cause serious interruptions, monetary losses, and 
even physical injury.  For instance, Iran's nuclear 
program suffered significant harm when the Stuxnet 
virus attacked industrial control systems [17][18]. 

C. Impact on industries and users  

There are several challenges for industrial IoT networks. 
Having fast and dependable WIFI connectivity is essential. 
Manufacturing on a manufacturing line, surgical equipment, 
and tracking are among the applications that need connections 
with low latency and high dependability. A piece of hardware 
with a sensor that can send data to a remote place over the 
internet is called an Internet of Things device [19][20][21]. 
Due to the large number of sensors involved in its functioning, 
a complex system has to be built with the least amount of 
money, time, and work possible. Because patient data is 
sensitive and important, data security is essential in sectors 
like healthcare. Many IoT applications need to make smart 
choices in real time according to user expectations. 

III. RISK MITIGATION STRATEGIES  

Risk mitigation is the process of identifying, assessing, 
and mitigating the risks to which your business may be 
subject. Numerous possible dangers, including natural 

disasters, unstable economies, strategic mistakes, and more, 
might give rise to these hazards. Several techniques that may 
be used for various hazards are necessary for effective risk 
mitigation.[22]. The main goal is to reduce the possible effects 
on your project or organization, not to completely remove 
them.  

A. Encryption and secure communication  

The user may decide to secure personal information by 
encrypting the image text and sending the encrypted copy of 
the data to the cloud server for storage. However, after users 
upload the image text to the cloud server, several common 
tasks in the plaintext sector, such as searching for a certain file, 
become difficult [23][24][25]. Once the user has downloaded, 
searching the file is the simplest way to recover all encrypted 
files from the cloud server locally and convert them back to 
plaintext. However, the massive amount of duplicated data 
would result in needless network and storage expenses 
throughout the deployment phase. Large-scale data encryption 
and decryption will result in a significant computing strain in 
the meantime. Furthermore, its viability is further diminished 
by the restriction of objective constraints like network 
capacity.  

B. Authentication mechanisms and access control  

A vital precondition for IoT security is authorization. 
Participants must be authenticated by the receiving node to 
gain entry to any IoT apps or entities.  Typically, IoT utilities, 
along with apps, concentrate on data exchanges across several 
networks [26][27]. After analysis, a decision-making process 
transfers the data gathered from IoT systems. The data flow in 
these applications may be comparable. However, these 
processes may vary depending on the IoT architecture.  For 
instance, a user or an application needs certain data without 
compromising the generality of data from an IoT device. The 
transmitter node to the IoT network should then be 
authenticated by the IoT device. Access permissions to the 
necessary data or node should be ensured for the requester 
[28]. The request to access such data or node is denied in any 
other way. AAs are crucial in IoT networks because of their 
functions in regulating the network's degree of management 
of trust and stopping scammers from impersonating genuine 
IoT devices. Furthermore, all users' access to sensitive data via 
IoT apps or nodes must be terminated after a predetermined 
period of inactivity. Several authentication methods are 
covered in this section. they describe many types of AA from 
the literature before talking about ML-based AA systems [29].  

C. Blockchain for IoT security  

Blockchain is one of the main services that has the 
potential to transform IoT and help solve its problems [1, 2, 
3].  Additionally, since biological phenomena and IoT share 
some functions, bio-inspired AI techniques have emerged as a 
viable paradigm for dynamic and adaptable IoT networks 
[30][31].  

Intelligence of Things that depend on a single point of 
detection may be produced via AI-based models. They are 
based on a third-party auditor, which is a centralized 
server/client paradigm in charge of verifying all nodes [32], In 
contrast, one of the most widely used decentralization 
technologies is Blockchain in Figure 1. All network 
transactions are stored in this distributed database, which all 
network users share. Blockchain-based approaches provide a 
shared distributed ledger with a consensus process that may 
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ensure safe, unchangeable data sharing [33][34]. Issues with 
privacy and reliability may be resolved by the Blockchain.  

 

Fig. 1. Blockchain for IOT security 

D. Emerging Trends in IoT Security  

Figure 2 demonstrates some of the challenges and recent 
advancements in the field of IoT security research. IoT 
security challenges include device heterogeneity, scalability, 
privacy concerns, firmware/software defects, and networking 
safety. The primary focus is on safe coding practices, privacy-
preserving tactics, and standardized security 
standards.[35][36]. Research is also addressing legal and 
regulatory issues and investigating how blockchain and DLT 
might be integrated for improved security. In the context of 
the IoT, AI and ML systems must be trusted in order to ensure 
their reliability and security [37]. 

 

Fig. 2. Trends in IOT security 

1) AI and machine learning in threat detection  
In the finals of 2021, danger recognition was improved 

with limitations on privacy and the use of AI and machine 
intelligence was prioritized. Strong security architectures and 
edge computing became the main priorities. with the adoption 
of Zero Trust concepts and automated security features 
[38][39][40]. A yearly visual representation of the 
effectiveness of IoT secure technologies can be seen 
throughout this time, Cooperation between regulatory 
agencies and stakeholders has been essential to bolstering IoT 
security requirements and effectiveness indicators. IoT 
security evolution. 

2) Edge computing and decentralized security models  
The primary objective of using Blockchain technology 

with edge computing is to improve security and efficiency in 
a distributed network [41][42][43]. Both of these technologies 
are also made to function well in huge systems.  This makes it 

easy for the two systems to integrate. In We examine how 
blockchain technology may be integrated with edge 
computing in the next parts of this piece of content. 

3) Role of quantum cryptography in future security 

paradigms  
Comparing quantum cryptography to lightweight 

encryption, such as Ascon, which is designed for low-memory 
devices like IoT devices, reveals a distinct strategy. With its 
primary emphasis on quantum key distribution (QKD) and 
adherence to quantum mechanical principles, it provides 
security that is almost hard to breach [44][45][46].  

Ascon is the focus of NIST's efforts to safeguard data on 
tiny IoT devices with constrained processing power.  
However, quantum cryptography seeks to use the unique 
properties of quantum bits (qubits) for secure communication, 
independent of the computing capability of the device [47]. 

IV. CHALLENGES AND FUTURE DIRECTIONS  

Several AI algorithms that are appropriate for smart cities 
and how they could affect urban life. There are some 
challenges discussed below.  

A. Scalability and interoperability issues  

The capacity of a system to manage varying loads so that 
it can react quickly to changes in applications and system 
processing demands is known as scalability.  Scaling machine 
learning programs that can manage any volume of data and 
carry out many calculations economically and efficiently to 
immediately serve millions of users spread throughout the 
globe is known as machine learning scalability [48] [49]. Data 
mining, machine learning, and statistics are used to provide 
flexible, scalable, and often nonparametric methods that 
enable ML scalability. Increased productivity, improved 
automation, improved modularization, and cost-effectiveness 
are just a few of the many advantages it gives the company.  

B. Future research opportunities  

Machine Learning-based security solutions for IoT 
systems, incorporating [50]. To start the conversation, the 
authors described the layers of the IoT system and the varied 
security threats that these levels face, such as various types of 
cyberattacks. Many machine-learning approaches were 
included in the paper, along with how they may be used to 
counteract different types of IoT system threats.  The authors 
provided a cutting-edge analysis of security solutions for IoT 
devices, with an emphasis on employing machine learning 
techniques in all three IoT system levels. Finally, the writers 
discussed the difficulties and restrictions associated with ML-
based security solutions for IoT systems and suggested 
possible avenues for further study.   

C. Scalability and interoperability issues  

There are issues with the scalability of this incorporation 
as well; as the total amount of IoT devices rises, it becomes 
more difficult to manage and aggregate data compared to an 
increasing number of sensors. To enable efficient To enable 
comprehensive and coherent environmental analysis during 
AI model training and deployment, standardized data formats 
and consistent information meaning across various IoT 
devices and platforms must be established [51].  

D. Ethical and legal considerations  

The IoT is still expanding in the twenty-first century. The 
biggest drawbacks of these technologies often go unnoticed as 

https://www.mdpi.com/1424-8220/23/11/5206#sec6-sensors-23-05206
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their attention switches to using more of them to make their 
lives more convenient. This paper's analysis of the security, 
privacy, ethical, and legal issues surrounding IoT has shown 
how these issues significantly affect their day-to-day lives and 
how, considering the rapid expansion of the industry, there is 
a dearth of studies on these negative aspects [52].  

E. Future research opportunities  

The difficulties of deploying data-driven artificial 
intelligence (AI) solutions in modern smart cities, focusing on 
the algorithms' security, safety, and interpretability while 
providing advice on their present drawbacks, restrictions, and 
possible future research areas M. H. Panahi Rizi and S. A. 
Hosseini Seno provide an organized literature map and 
acknowledge current security and privacy solutions, unsolved 
research challenges, and barriers. The study's objectives are to 
provide a provide a starting point for more study in the field 
and condense the results into a collection of previously 
intricate and diverse data. 

V. LITERATURE REVIEW 

The lor section summarizes key studies on IoT security 
and applications, outlining each paper's focus, findings, 
research gaps, and future directions across areas like 
sustainability, proxy systems, port risk management, 
vulnerability frameworks, cloud security, and supply chain 
optimization. 

Valencia-Arias et al. (2024) In the framework of 
ecological sustainability, this essay explores how 
technological developments, particularly in the Internet of 
Things (IoT) space, can foster social, economic, and 
productive growth. Through a bibliometric analysis utilizing 
PRISMA, the study aims to pinpoint certain patterns in the 
usage of these systems for sustainable activities. An 
assessment of the productivity of science worldwide is given 
in the book, emphasizing the important contributions made by 
nations like the US and China. Additionally, it highlights how 
important India is to the effectiveness of the agri-food supply 
chain [53]. 

Canavese et al. (2024) in this research paper, the author 
demonstrates the flexible nature of the IoT Proxy system that 
enhances IoT security and resiliency primarily during 
resource-constrained deployments. The IoT Proxy achieves 
externalized security involves redirecting data from IoT 
devices via a secure network gateway that houses a number of 
Virtual Network Security Functions (VNSFs). The solution 
encompasses VPN terminators and IPS that rely on oblivious 
authentication to create device identification through machine 
learning for IP-based defense systems. Through externalized 

security implementation, the IoT Proxy establishes a robust 
and protected IoT environment that specifically protects 
resource-constrained IoT devices [54]. 

Argyriou and Tsoutsos (2024) in this research, the paper 
evaluates vital aspects at port areas connected to IoT devices 
prior to developing a risk-management structure designed for 
these environments. This report examines risk mitigation 
strategies together with best practices that will be described 
alongside recommendations for reducing these risks. Research 
developers created a risk-management framework by 
establishing its foundation with ORM principles and its 
utilization of avoidance and reduction, and techniques for 
retention and sharing. This study's primary accomplishment is 
the creation of a comprehensive risk-management framework 
based on Operational Risk-Management (ORM) methodology 
that is tailored for port IoT devices [55]. 

Baho and Abawajy (2023) the research evaluates and 
analyzes both the prevailing IoT vulnerability assessment 
frameworks and their corresponding challenges with an 
extensive and deep assessment approach. Research findings 
serve to better understand modern approaches for IoT 
vulnerability assessment thus enabling better risk 
characterization strategies during IoT vulnerability 
management initiatives. Multiple groups of readers from both 
IoT research fields and cybersecurity research, together with 
risk and vulnerability management professionals, will find this 
content interesting [56]. 

Gayathri et al. (2023) this paper a solution that develops 
strategies to protect cloud-based IoT devices from fake data 
injection and distributed denial-of-service (DDoS) assaults.  
The suggested security system combines moving target 
defense (MTD) techniques with access control rules (ACL), 
Kullback-Leibler distance (KLD), and simple network 
management protocol (SNMP) [57].  

Mashayekhy et al. (2022) This paper intends to draw 
attention to the ways that Iot technologies affect supply chain 
inventory management and carries out an extensive 
investigation to determine the research gaps in this area. 
Through examination of the literature, the pattern and the 
potential of using IoT in industry 4.0 inventory management 
are investigated. Result their results indicate that more 
industries are doing studies on this subject [58]. 

Table I presents a summary of key literature on IoT 
security vulnerability and risk mitigation, highlighting each 
study’s focus, findings, deficiencies, and future directions, 
emphasizing the need for scalable, secure, and adaptable IoT 
solutions across various application domains 

TABLE I.  SUMMARY ON IOT SECURITY VULNERABILITY RISK MITIGATION 

Reference Focus Findings Deficiencies Future Work 

Valencia-Arias 

et al. (2024).  

Role of IoT in sustainable 

development via 

bibliometric analysis using 
PRISMA 

IoT contributes significantly to economic, 
productive, and social development; China, 

the USA, and India are leading contributors 

Lack of technical focus 
on security and risk 

management 

Suggest future exploration 
of security aspects in 

sustainable IoT adoption 

(Canavese et al. 
(2024),  

IoT Proxy for secure and 

resilient IoT communication 

via externalized security 

Introduced IoT Proxy with VPN terminator 

and ML-based IPS; ensures secure 
communication for resource-limited 

devices 

Limited scalability 

testing; no real-world 

deployment validation 

Extend implementation in 

real-world settings; test 
with diverse IoT 

ecosystems 

Argyriou and 

Tsoutsos 
(2024),  

Framework for IoT risk 

management in port contexts 
 

Developed ORM-based risk mitigation 

strategies tailored to port-based IoT 
infrastructure 

Sector-specific; lacks 

adaptability to other 
critical sectors 

Expand framework for 

broader application in 
transport and logistics 

Baho and 

Abawajy 
(2023),  

Systematic review of IoT 

vulnerability assessment 
frameworks 

Highlights current tools and methods for 

vulnerability assessment; identifies key 
gaps 

Does not propose a new 

framework; limited to a 
survey of the literature 

Develop comprehensive 

models combining AI and 
real-time detection 
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Gayathri et al. 

(2023),  

IoT cloud security using 

SNMP, KLD, ACL, and 

MTD 

Proposed a multi-technique security model 

against DDoS and false data injection 

High complexity; may 

not be feasible for 

constrained devices 

Optimize the framework for 
lightweight environments; 

test performance on edge 

devices 

Mashayekhy et 

al. (2022),  

IoT implementation in 
supply chains and inventory 

management 

 

Shows growing interest in using IoT for 

inventory monitoring; identifies research 
gaps 

Focuses on industry 

trends, not technical 
vulnerabilities 

Study IoT security issues in 
inventory management; 

explore secure data 

integration 

VI. CONCLUSION AND FUTURE WORK 

The IoT continues to transform industries, offering 
unparalleled connectivity and automation; however, these 
advancements come with increasing security vulnerabilities. 
This survey has explored the situation of IoT security today, 
emphasizing the main obstacles such as weak encryption, poor 
key management, and inadequate protection for resource-
constrained devices. Various risk mitigation strategies have 
been identified, including ML-based intrusion detection 
systems, blockchain for decentralized authentication, and the 
adoption of zero-trust security models. While these techniques 
show promise, the fast-evolving threat landscape demands 
continuous innovation. The growing integration of AI and ML 
into IoT ecosystems provides adaptive reactions and real-time 
threat detection, however, these technologies themselves must 
be hardened against adversarial attacks.  

Future work should focus on developing lightweight, 
scalable security solutions suitable for constrained 
environments and integrating cross-layer security frameworks 
that consider device, network, and application-level risks. 
Additionally, standardization of security protocols and 
regulatory frameworks will play a crucial role in achieving 
secure interoperability across diverse IoT platforms. More 
empirical research and large-scale real-world testing are 
needed to confirm if the suggested remedies are effective. As 
IoT adoption expands, a collaborative approach involving 
academia, industry, and policymakers will be necessary to 
create an IoT infrastructure that is reliable, safe, and secure. 
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