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Abstract—The IoT has revolutionised computing by 

facilitating the seamless communication of interconnected 

devices in several industries, including transportation, 

healthcare, smart cities, and industrial automation. The large-

scale deployment of IoT networks has however created a wide 

range of security and privacy issues, as devices are resource-

limited, have diverse architectures, and are facing new types of 

cyber threats. This review paper provides a general overview of 

the latest insights into IoT security and intelligent threat 

detection. It covers the basic security requirements, common 

vulnerabilities and key attack strategies for IoT environments. 

Additionally, the paper explores traditional security solutions as 

well as the latest developments in Malware Detection, 

Distributed Denial-of-Service (DDoS) attacks, Botnets and 

Anomalous network behaviour by utilising Machine Learning 

(ML) and Deep Learning (DL). The algorithms, applications, 

advantages and disadvantages of intelligent threat detection 

techniques are highlighted for comparative analysis. The review 

also presents the summary of the most common public datasets 

and metrics used for evaluating the performance of different 

solutions in the field of IoT security studies. Finally, the focus is 

on key research challenges, emerging technologies, and future 

directions to support the development of robust, scalable, and 

intelligent IoT security solutions to address the ever-changing 

nature of cyber threats. 

Keywords—Internet of Things (IoT), Intelligent Threat 

Detection, Cyber Threats, Machine Learning, Deep Learning, 

Security. 

I. INTRODUCTION 

The world's digital technology has revolutionized the 
systems of today by allowing connected devices, constant data 
sharing, and intelligent services. But, more connectivity also 
means more vulnerabilities, so there is a need for security 
mechanisms to be effective against the new cyber threats. The 
Internet of Things (IoT) is a large network of physical objects 
that are connected to the Internet and contain sensors, 
software, and various technologies that allow them to interact 
with each other and with central systems [1]. This 
communication enables the seamless collection and analysis 
of information in real time, which can lead to intelligent 
automation in various industries such as healthcare, 

transportation, agriculture, and energy management, among 
others. In smart cities, for example, the technologies of IoT 
are employed to improve traffic efficiency, energy use, public 
safety, and even the efficient management of waste. These 
capabilities represent significant efficiencies and 
conveniences, but they also pose an important risk: security of 
these devices. The very attributes that make IoT devices 
appealing—such as the ability to collect and transmit sensitive 
data—also render them susceptible to cyber threats. Every 
device that is plugged into the Internet increases the digital 
attack surface and provides more potential points of entry for 
bad guys. A compromised device can serve as an entry 
gateway for attackers, enabling them to infiltrate entire 
networks, steal sensitive data, or disrupt critical infrastructure 
[2][3]. 

This research offers a multi-dimensional view of IoT 
security, offering a unified framework for analysis rather than 
focusing on any single aspect like architecture, attack models 
or detection techniques in isolation. The paper also proposes a 
four-dimensional attack classification for attack vector, target, 
attack method, and attack impact to deepen the understanding 
of the IoT threat. Moreover, this survey is not just a descriptive 
review but also an analytical one that shows strengths, 
weaknesses, and trade-offs of the IoT architectures, 
communication protocols, and ML-based detection 
approaches. This holistic view sets this book apart from earlier 
work and contributes to the design of secure IoT solutions 
[4][5].  

Security solutions that work well with the trust levels of 
IoT sensors and integrate smoothly with network topology, 
smart devices, and processing systems are necessary to 
address vulnerabilities in the Internet of Things (IoT). Finding 
Internet of Things (IoT) devices across various interactions, 
classifying them, and associating them with media access 
control (MAC) addresses without hardware modifications is a 
significant difficulty. The use of learning frameworks to solve 
such challenges has the potential to enhance the management 
of cyber-physical systems using MAC designs. Applications 
of the Internet of Things (IoT) range from smart homes to vital 
infrastructure, and they have been propelled by the 
exponential proliferation of wireless sensor devices [6][7].  To 
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train ML and DL algorithms, datasets should ideally contain 
real-time IoT system data. However, due to IoT data 
complexity, datasets are commonly created by collecting 
different traffic types and attack signatures. These datasets 
support the training and evaluation of ML and DL algorithms 
for effective attack detection. Feature extraction, data 
cleaning, and data conditioning are also important for 
preparing datasets. Ensuring that datasets accurately represent 
real-world IoT environments is essential for achieving reliable 
and effective AI-based detection results[8]. 

This paper is organized as follows: Section II introduces 
Internet of Things Security Fundamentals. Section III 
Intelligent threat detection. Section IV: Threat Detection 
Methods Using Artificial Intelligence Recent literature is 
reviewed in Section V, and the paper's conclusion and possible 
future study areas are outlined in Section VI. 

II. INTERNET OF THINGS SECURITY FUNDAMENTALS 

The Internet of Things (IoT) is an ecosystem of 
interconnected physical objects, or “things,” that 
communicate with each other, sense and react to their 
environment, and share data via the Internet in the way that 
the human world does. In a variety of application areas, such 
as healthcare, smart cities, industrial automation, agriculture, 
and transportation, IoT devices interact with one another and 
cloud or edge computing platforms to enable intelligent 
monitoring, automation, and decision-making [9].  

A. Components of Iot 

The IoT is composed of four basic elements, Sensors / 
Devices, Connectivity, Data Processing and User Interface, as 
depicted in Fig. 1. These components work together to collect 
data, transmit it over communication networks, process it, and 
present meaningful results to end users. 

 

Fig. 1. Main Components of an IoT System 

• Sensors/Devices: One essential element that enables 
to get real-time data from surroundings is sensors or 
other devices.  A gadget may contain different kinds of 
sensors that do more than just sense.  

• Connectivity: A cloud infrastructure receives all of 
the gathered data.  A variety of communication 
channels should be used to link the sensors to the 
cloud. These communication channels include 
Bluetooth, WI-FI, WAN, satellite or mobile networks, 
etc.   

• Data Processing: The program processes the data 
after it has been captured and transferred to the cloud 
[10].  This procedure can be as simple as taking a 
temperature reading on appliances like air conditioners 
or heaters. But occasionally, it may also be quite 

complicated, such as when utilizing computer vision 
on video to detect things. 

• User Interface: The end-user must have access to the 
information in some manner, which can be 
accomplished by sending them notifications via email 
or text message or setting off alarms on their phones.  
An interface that actively monitors their IoT system 
may occasionally be required by the user [11]. 

B. Iot Architecture 

IoT designs often have several layers, each of which has a 
distinct function within the IoT system [12]. These systems 
use cloud, edge, and fog computing concepts to strike a 
balance between centralized control and distributed 
computation. as seen in Fig. 2. 

 

Fig. 2. IoT Architecture 

• Perceptual Layer: This fundamental layer, also 
known as the recognition layer, uses physical 
equipment to collect all kinds of data and recognize the 
outside environment.  

• Network Layer: The network layer is the second layer 
of the security architecture. Data from the preceding 
layer is collected by this layer [13]. This is in charge of 
processing the data gathered from sensor cataloging 
and polymerization, as well as the reliable broadcast of 
data and information from the preceding layer. 

• Support Layer: The security architecture's third layer 
is this one. Establish a solid foundation for the 
application layer in this layer. The majority of 
intelligent computing power comes from the grid and 
cloud computing [14]. 

• Application layer: The highest layer in the security 
architecture is this one. This layer provides tailored 
services according to user requirements. The 
application layer facilitates consumers' access to the 
internet of things (IoT) via a television, mobile device, 
personal computer, etc. 

C. Core Characteristics and Security Considerations in Iot  

IoT systems are characterized with security requirements 
and properties that are different from the traditional 
computing environment. The widespread use of 
heterogeneous devices together with the continuous exchange 
of data raises serious concerns on the secure and reliable 
operation. Therefore, understanding the fundamental 

https://doi.org/xxxxxxxxxxxxx


P. S. Rathore (2026) J. Glob. Res. Elec. Comm., 2 (8):08-15 
DOI: https://doi.org/xxxxxxxxxxxxx 

  10 

characteristics of IoT alongside essential security 
requirements such as confidentiality and authentication is 
crucial for designing resilient and trustworthy IoT systems. 

• Independence: Every day, the quantity of devices 
rises. Consequently, a lot less human engagement is 
required. 

• Model Training on Labeled Threat  Data: 
Supervised learning models learn  from  historical data 
by 

• Diversity: More types of IoT devices work closely 
with the physical state and are designed for certain 
tasks. Their equipment, structure, and process 
requirements are therefore unique.  

• Confidentiality: Privacy and confidentiality are 
synonymous.  It ensures that the correct individuals 
may obtain sensitive information while preventing it 
from getting to the wrong persons [15]. The people 
who are authorized to view the data must have access. 

• Authentication: A process that makes use of 
confirmation that an entity's stated attribute is accurate.  
Verifying that a trademark or feature that gives the 
appearance of being real is indeed authentic is known 
as authentication. 

D. Security Challenges Facing Iot 

The defense of Internet of Things devices against 
intrusions is known as IoT security. Although many company 
owners are aware that they must use antivirus software to 
secure their phones and laptops, the security concerns 
associated with IoT devices are less widely understood, and 
their protection is far too frequently disregarded. 

• Data Integrity: Billions of devices come under the 
umbrella of an interlinked ecosystem that is connected 
through IoT[16]. Manipulating even a single data point 
result in manipulation of the entire data which is 
exchanged and shared back and forth from the sensor 
to the main server. 

• Encryption Capabilities: Data encryption and 
decryption is a continuous process. The IoT network’s 
sensors still lack the capability to process. Brute force 
attempts can be prevented by firewalls and segregating 
the devices into separate networks. 

• Privacy Issues: IoT is all about the exchange of data 
among various platforms, devices, and consumers. The 
smart devices gather data for a number of reasons, like, 
improving efficiency and experience[17], decision 
making, providing better service, etc.; thus, the end 
point of data shall be completely secured and 
safeguarded.  

• Common Framework: There is an absence of a 
common framework and so all the manufacturers have 
to manage the security and retain the privacy on their 
own. 

• Automation: Eventually, enterprises have to deal with 
more and more number of IoT devices. This enormous 
amount of user data can be difficult to manage. 

III. INTELLIGENT THREAT DETECTION 

Intelligent Threat Detection is a state-of-the-art 
cybersecurity method that detects harmful activity and 
possible security risks by constantly monitoring system 
activities, network traffic, and Internet of Things (IoT) 
devices. Instead of using signatures, it can detect known and 

unknown attacks from patterns and anomalies in real time. It 
promises to make IoT environments more secure, with more 
accurate detection, fewer false alarms, and faster threat 
response and mitigation. 

A. Types of Intelligent Threat Detection in IoT 

There are different types of detection in IoT in Intelligent 
threat like Anomaly-Based Detection, Signature-Based 
Detection, Hybrid-Based Detection and Behavior–Based 
Detection. 

• Anomaly-Based Detection: A proactive method in 
intrusion detection systems that detects abnormal 
activity in the network by using the deviation from the 
normal behavior patterns [18]. This approach is not 
just based on known attack signatures; it is more about 
identifying irregular patterns that could be indicative 
of malicious activity. 

• Signature-Based Detection: A technique for 
Intrusion Detection Systems that involves using a 
database of known attack signatures to identify 
malicious activity in the incoming network traffic. 
Each signature represents a specific threat type, with 
unique characteristics of that threat. 

• Hybrid-Based Detection: The hybrid threat detection 
paradigm is a notable combination of rule-based and 
AI-based techniques, which has proven exceptionally 
powerful in today's cybersecurity ecosystem [19]. 

• Behavioral –based Detection: The behavior-based 
technique may identify more types of malwares, 
including ones that haven't been discovered yet. 
However, since it's too inclusive, it often produces 
false positives [20].  

B. Threat Detection Framework in IoT 

Data collected from monitoring tools, endpoints, servers, 
and routers is the first step in developing a ML threat detection 
system. Data that is not processed typically has irrelevant 
characteristics, noise, or missing values [21]. 

• Data Collection Layer: The right sensors in an IoT 
network may collect data and send it on. It is also 
possible to relay data on the sensors' operational state 
at the same time. The primary goals of collecting this 
data, which is a byproduct of sensor functioning, are 
security and preventative maintenance [22]. 

• Data Preprocessing: Sensor data may contain noise, 
missing values, outliers, and redundancy as a result of 
interference signals, which might cause inaccurate data 
transfer [23]. Data denoising, missing data imputation, 
data outlier identification, and data aggregation are 
some of the data analyzes carried out to address 
difficulties with data collected by Internet of Things 
sensors. 

• Feature Engineering: Feature engineering seeks to 
optimize data representation so that models may learn 
important patterns with little noise and irrelevant 
information [24]. Statistical analysis, computational 
methods, and domain knowledge are all necessary for 
this procedure. 

C. Datasets Used for Intelligent Threat Detection 

Datasets play a crucial role in the development and 
evaluation of intelligent threat detection systems by providing 
realistic network traffic and attack scenarios for analysis. They 
contain both normal and malicious activities, enabling 
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researchers to assess the effectiveness of threat detection 
techniques. Publicly available datasets also facilitate 
performance comparison using standardized benchmarks. 

1) KDD Cup 99 
The DARPA KDD'99 data set was developed in 1999 

utilizing the 1998 dataset, which contained recorded network 
traffic. For each network connection, it is being pre-processed 
into 41 features. Types of features found in the KDD'99 
dataset are as follows: Basic Features (#1–#9), Content 
Features (#10–#22), Time based trac features (#23–#31), and 
host based trac features (#32–#41). 

2) NSL-KDD 
One solution to the problems with the KDD Cup data set 

is the NSL-KDD dataset, which is based on a subset of the 
whole KDD Cup'99 dataset [25]. The train set is free of 
irrelevant records, allowing classifiers to be objective and not 
favor records with a higher frequency of occurrence. 

3) UNSW-NB15 
It has 49 characteristics, a range of normal and attacked 

activities, and a total of 25,40,044 records with class labels, 
including current attacks. Of the entire number of records, 
3,21,283 have been attacked while 2,21,876 have been 
normal. There are six major types of features in the UNSW-
NB15 dataset: basic, flow, time, content, additional generated, 
and labeled. 

4) CICIDS2017 
The data set consists of eight distinct sessions that were 

recorded over the course of five days. After that, the data was 
extracted into eight separate files, each representing a single 
session. These files were then prepared for use in ML research 
using the Comma Separated Values (.csv) format [26]. 

5) ToN-IoT 
The goal of the ToN-IoT dataset is to compile and evaluate 

IIoT and IoT mixed data sources. It includes heterogeneous 
data gathered from many sources, such as system network 
traffic, Windows and Linux system logs, and telemetry data 
from linked devices [27]. Realistic network components make 
up the Internet of things. 

IV. ARTIFICIAL INTELLIGENCE TECHNIQUES FOR THREAT 

DETECTION 

Detecting, analyzing, and mitigating cyber risks in IoT 
settings is automated by Intelligent Threat Detection, which 
uses ML and DL algorithms. Intelligent threat detection is able 
to see unusual activity and identify both known and unknown 
threats instantly, in contrast to conventional security systems 
that depend on predetermined parameters or signatures. These 
data-driven strategies improve the precision, flexibility, and 
efficacy of IoT security while decreasing the amount of time 
needed to respond to ever-changing cyber dangers.  

AI encompasses a broad range of techniques, including         
ML, Federated Learning, and DL, designed to enable systems 
to simulate human-like cognitive functions. 

A. Federated Learning 

Dealing with privacy, suggested a federated learning 
framework was suggested that can catch anomalies in IoT 
networks. Training was possible on many separate edge 
devices together, and data never had to be moved to a central 
server[28].  As a result, users privacy remained protected 
while security threats could be found on several devices. 

Nonetheless, using federated learning meant extra 
computational and data transfer, which made it difficult to 
apply in scenarios where these resources were low. 

B. Machine Learning 

This study's proposed model is a typical large enterprise or 
smart city facing a growing number of cyber risks related to 
the Internet of Things (IoT). For example, these organizations 
are being targeted by massive botnets like Mirai, which take 
advantage of weak or default passwords [29].  

There are six main approaches in ML: 

• Supervised learning: This is where the data has to be 
tagged, much like when gives a model a bunch of 
sample files to see if they include malware. The 
tagging of the data might help the model decide on 
more data [30].  Also known as the task-driven 
approach.  

• Ensemble learning: It combines many models to 
solve a problem by adding label data, similar to 
supervised learning.  

• Unsupervised learning: This kind of learning makes 
use of unlabeled data and has the model automatically 
classify it according to the qualities of the data. It 
typically detects outliers in the dataset and is hence 
thought of as the more powerful of the two [31]. A 
similar term for this strategy is the data-driven method. 

• Semi-super user learning: It makes an effort to merge 
supervised and unsupervised methods in data sets that 
contain labeled data [32]. 

• Reinforcement learning: This method is best used to 
dynamic settings.  It is also known as a strategy that is 
driven by the environment [33]. 

• Active learning: In terms of how it adapts to new 
circumstances, it's very much like having a teacher at 
side. It belongs to the RLS family of algorithms [34].  

C. Attack Detection Using ML Methods 

Cybersecurity's spam filter distinguishes spam from 
various communication services. It would appear that spam is 
the most popular ML strategy used for information security. 
Classification is a common use of the supervised learning 
labeled data approach.  Results were compared between 
Gradient Boosted DT, SVM, and RF classifications in the 
investigation. 

1) Support Vector Machine (SVM):  
There is no more well-known or well-liked method than 

this one. Although it has some regression capabilities, its 
primary application is in classification techniques. Points in an 
n-dimensional region, where n is the number of features being 
examined, are used to draw data items in support vector 
machines (SVMs) [35]. It makes a hyper plane and sorts the 
information into categories.  

2) Gradient Boosted Decision Tree (GBDT):  
GBDT consists of a group of DTs. The boosting approach 

is used by GBDT, an ML algorithm, to create susceptible DTs. 
It is necessary to train the algorithms on several samples in 
order to construct the tree ensemble. It is not possible to teach 
them with only one set, unfortunately. 

3) Random Forest (RF):  
The random subspace and bagging algorithms used by RF 

are based on CART DTs. It works on both regression and 
classification[36]. The education is achieved in parallel.  It 
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injects randomness within the learning (testing and training), 
a process in which each tree isn't the same with the others. 

D. Deep Learning 

Automatically learning complicated patterns and 
representations from massive amounts of data is the goal of 
DL, a subfield of ML that employs multi-layered artificial 
neural networks. Anomaly detection, intelligent threat 
identification, intrusion detection, malware classification [37], 
and other IoT security tasks frequently employ DL models, 
which frequently outperform more conventional ML 
approaches. 

1) Convolutional Neural Network (CNN) 
It is an ANN deep feed forward collection used for 

analyzing visual imaging (not recurrent). These networks 
consist of neurons with weights and perceptions that can be 
learned. Each neuron has those inputs, and then they carry out 
a dot product.  A CNN embraces the two-dimensional 
entrance as a picture or a voice sign and creates features via a 
secret layer chain. 

2) Recurrent Neural Networks (RNN) 
A neuron like node network is made up of subsequent 

layers[38]. In the following sequential sheet of each node, the 
soil cover designation, the estimate of crop production, the 
climate forecast, the calculation of soil humidity, animal 
science, in addition to others, are all linked with a single side-
linking node in several agricultural regions.  

3) Long Short-Term Memory (LSTM) 
This is the most effective method of various algorithms. 

This can handle individual data sources as well as entire data 
sequences. This can be classified and predicted based on time 
series results.  It is utilized for product classification, crop 
yield prediction, and weather forecast in agricultural 
applications. 

Table I summarizes major AI-based threat detection 
techniques in IoT security, comparing ML and DL approaches 
by learning type, algorithms, targeted threats, advantages, and 
limitations. It highlights that advanced AI methods improve 
detection accuracy and efficiency for known and unknown 
attacks. 

TABLE I.  INTELLIGENT THREAT DETECTION TECHNIQUES IN IOT SECURITY 

Technique Learning 

Type 

Common 

Algorithms/Models 

IoT Threats Detected Advantages Limitations 

Supervised 

Learning; 

Unsupervised 
Learning; Semi-

Supervised 

Learning 

Labeled 

data; 

Unlabeled 
data; Small 

labeled + 

large 

unlabeled 

datasets 

Decision Tree, Random 

Forest, SVM, KNN, 

Naïve Bayes; K-Means, 
DBSCAN, Isolation 

Forest, One-Class SVM; 

Semi-Supervised SVM, 

Label Propagation, Self-

Training 

DDoS attacks, malware, 

intrusion, botnets; 

unknown attacks, 
anomalies, insider threats; 

intrusion detection, 

anomaly detection 

High detection accuracy 

with quality datasets; 

detects zero-day and 
unknown attacks without 

labeled data; reduces 

labeling cost and 

improves learning from 

limited data 

Requires large labeled 

datasets and performs poorly 

on unseen attacks; higher 
false-positive rate and 

difficult cluster interpretation; 

sensitive to incorrect pseudo-

labels and moderate 

complexity 

Reinforcement 

Learning (RL) 

Reward-

based 
learning 

Q-Learning, Deep Q-

Network (DQN), 
SARSA 

Dynamic attack 

mitigation, adaptive 
security 

Learns optimal defense 

strategies; adapts to 
changing environments 

Long training time; 

computationally expensive 

Convolutional 

Neural Network 

(CNN); 
Recurrent 

Neural Network 

(RNN); Long 
Short-Term 

Memory 

(LSTM) 

Deep 

Learning 

CNN, 1D-CNN, CNN-

LSTM; RNN, GRU; 

LSTM, Bi-LSTM 

Malware detection, traffic 

classification, intrusion 

detection; sequential 
attack detection, network 

traffic analysis; DDoS 

detection, anomaly 
detection, botnet 

detection 

Automatically extracts 

spatial features and 

provides high accuracy; 
captures temporal 

dependencies; effective 

for long-term sequential 
patterns and high 

detection performance 

Requires large datasets and 

high computational 

resources; suffers from 
vanishing gradient problems; 

high memory and training 

requirements 

Autoencoder Deep 

Learning 

Sparse Autoencoder, 

Variational Autoencoder 

Anomaly detection, 

unknown attack detection 

Learns normal behavior 

without labels; effective 

for anomaly detection 

Reconstruction errors may 

increase false alarms 

Graph Neural 
Network 

(GNN) 

Deep 
Learning 

GCN, GraphSAGE, 
GAT 

Botnet detection, network 
intrusion, attack 

propagation 

Captures relationships 
among IoT devices; 

suitable for network 

graphs 

Complex graph construction; 
computational overhead 

Transformer 

Models 

Deep 

Learning 

Transformer, BERT, 

Vision Transformer 

(ViT) 

Advanced malware 

detection, intrusion 

detection, traffic analysis 

Learns long-range 

dependencies; scalable 

for large datasets 

High computational and 

memory requirements 

Hybrid AI 
Models 

Combined 
Learning 

CNN-LSTM, CNN-
GRU, RF-XGBoost, 

Ensemble Learning 

Multiple cyber threats Improved accuracy and 
robustness; combines 

strengths of multiple 

models 

Increased model complexity 
and training time 

Explainable AI 

(XAI) 

Model 

Interpretati

on 

SHAP, LIME, Grad-

CAM 

Supports all AI-based 

detection systems 

Improves transparency, 

trust, and regulatory 

compliance 

Additional computational 

overhead; explanations may 

vary 

 

V. LITERATURE REVIEW 

This section highlights related studies on Current 
Perspectives on Internet of Things Security and Intelligent 
Threat Detection, showcasing their roles in Internet of Things 
Security, enhancing threat detection in IoT. 

X. Cheng and Y. Fan (2026) FL has promise for IoT 
problems since it allows collaborative model training without 
direct data exchange. However, heterogeneous IoT devices 
cause feature shifts across clients, degrading FL performance. 
To tackle this, FedTAN employs an agile normalization 
scheme for the Transformer, along with a dynamic Tanh 
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(DyT) activation function, to minimize feature shifts, 
communication overhead, and maintain model efficacy [39]. 

K. N., S. E., M. Agoramoorthy, et al. (2026) introduce the 
concept of a security model for IoT using federated learning 
and real-time anomaly detection. Preserving data 
confidentiality, the IoT devices locally update the anomaly 
detection models, sending only updates to the central server. 
Experimental results show accurate detection of atypical 
behavior, fewer false positive detections and lower 
communication requirements compared to centralized 
learning. The approach offers a comprehensive, privacy-
oriented, and flexible solution for securing medical, industrial, 
and smart city IoT environments [40]. 

A. Nejari et al. (2025) conduct an in-depth study and 
review of recent research in IoT security using artificial 
intelligence, with an emphasis on using IDS and AI techniques 
to detect and counter cyberattacks. It uses accuracy, precision, 
recall and F1-score to assess its strengths and weaknesses. 
Results indicate that hybrid learning strategies and 
autoencoders can be used together to enhance IoT security. 
Adaptive and lightweight AI models for IoT security are 
worthy of future research [41]. 

S. S. Ajmire, et al. (2025) proposes a hybrid approach that 
combines ML and DL models to identify and categorize cyber 
threats in an IoT context. The framework integrates anomaly 
detection and classification sub systems to obtain a better 
identification of known and unknown attacks. The hybrid 
model outperforms traditional models in terms of accuracy, 
precision, and recall, as shown in experiments with 

benchmark datasets like UNSW-NB15 and BoT-IoT. The 
proposed framework provide a base to develop adaptive, real-
time, and scalable IoT security mechanisms [42]. 

A. Upadhyay et al. (2024) Protecting the safety and 
reliability of IoT networks requires the ability to identify and 
counteract potential dangers. The sheer number and 
complexity of contemporary assaults frequently overwhelms 
conventional approaches to identifying and countering IoT 
security risks. Using four different ML algorithms—DT, RF, 
MLP, and NB—this study presents a detection method for IoT 
networks. Overfitting, increased computing time, and reduced 
ML model quality are some of the issues that arise when using 
ML approaches to data with high dimensions. As a result, 
PCA has been employed to lower the dataset's dimensionality 
in this case. The NSL-KDD datasets are used for training and 
evaluation of the proposed ML algorithms [43]. 

M. R. Joel, G. Manikandan, and G. Bhuvaneswari,  et al. 
(2023) The IoT introduces security risks due to the fact that 
every item in the system has its own unique identity and sends 
data automatically via the network. Using AUC, F1-score, 
recall, precision, and accuracy as evaluation metrics, this 
article provides an overview of approaches to IoT data 
security. The accuracy of ML algorithms like DT, RF and 
ANN were measured as 99.4%, where RF yielded higher 
accuracy [44]. 

Table II shows an overview of the existing IoT security 

research, the identified key findings, the limitations found, 

and future directions in intelligent threat detection for 

federated learning, AI, ML, and hybrid approaches. 

TABLE II.  CURRENT PERSPECTIVES ON INTERNET OF THINGS SECURITY AND INTELLIGENT THREAT DETECTION 

Reference Study Focus Approach / Methodology Key Findings Challenges / Limitations Future Directions 

X. Cheng and 
Y. Fan,(2026) 

Federated 
learning for 

IoT security 

Proposed FedTAN, a 
transformer-based federated 

learning framework with 

Dynamic Tanh (DyT) 
activation to mitigate feature 

shift in non-IID IoT data 

Improves federated 
learning performance, 

reduces communication 

overhead, and effectively 
handles heterogeneous IoT 

data 

Feature shift across 
clients; normalization 

complexity; performance 

under highly 
heterogeneous 

environments 

Develop adaptive 
normalization strategies 

and scalable federated 

transformer models for 
large-scale IoT networks 

K. N, S. E, M. 
Agoramoorthy, 

et al. (2026) 

Federated 
learning-

based IoT 

security 

Distributed federated 
learning with real-time 

anomaly detection using 

locally trained models 

Preserves data privacy, 
reduces false positives, 

minimizes communication 

cost, and improves 
anomaly detection 

accuracy 

Depends on 
communication efficiency 

and synchronization 

among distributed devices 

Enhance privacy-
preserving federated 

learning and adaptive 

threat detection for large-
scale IoT applications 

A. Nejari et al. 

(2025) 

AI-driven IoT 

security 
review 

Comprehensive review of 

Intrusion Detection Systems 
(IDS) and AI-based security 

techniques using 

performance metrics 

Autoencoders and hybrid 

learning approaches 
improve IoT security and 

attack detection 

performance 

Lightweight deployment, 

computational 
complexity, and 

adaptability remain 

challenging 

Design lightweight, 

adaptive, and 
explainable AI models 

for IoT security 

S. S. Ajmire et 

al. (2025) 

Hybrid ML–

DL 

framework 
for IoT 

security 

Hybrid framework 

integrating ML and DL with 

anomaly detection and 
classification using UNSW-

NB15 and BoT-IoT datasets 

Achieved higher accuracy, 

precision, and recall than 

conventional models; 
effectively detected known 

and unknown attacks 

Increased model 

complexity and 

computational 
requirements 

Develop adaptive, 

scalable, and real-time 

hybrid security 
frameworks for IoT 

A. Upadhyay, 
et al. (2024) 

IoT threat 
detection 

using 

Machine 
Learning 

PCA-based feature reduction 
with Decision Tree (DT), 

Random Forest (RF), 

Multilayer Perceptron 
(MLP), and Naïve Bayes 

(NB) on the NSL-KDD 

dataset 

PCA improves detection 
accuracy; Naïve Bayes and 

MLP achieved superior 

performance for IoT threat 
detection 

High-dimensional 
datasets may cause 

overfitting and increase 

computational cost 

Develop more efficient 
feature selection and 

lightweight ML models 

for real-time IoT security 

M. R. Joel, G. 
Manikandan, 

and G. 

Bhuvaneswari, 
(2023) 

Survey of IoT 
security 

techniques 

Comparative survey of IoT 
security methods using ML 

algorithms (DT, RF, ANN) 

and evaluation metrics 
(Accuracy, Precision, Recall, 

F1-score, AUC) 

Random Forest achieved 
the best detection 

performance with 

approximately 99.4% 
accuracy 

Existing methods require 
improved scalability and 

robustness against 

evolving cyber threats 

Develop intelligent, 
scalable, and real-time 

IoT security frameworks 

with enhanced threat 
detection capabilities 
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VI. CONCLUSION AND FUTURE WORK 

The IoT is increasingly a key component of contemporary 
digital infrastructure, linking various devices and allowing 
intelligent services to be provided in a number of application 
areas. Enabling connectivity, however, also poses a major 
security threat and demands sophisticated and adaptive threat 
detection mechanisms. This review covered the underlying 
principles of IoT security, architectures, security challenges, 
threat detection frameworks, datasets, and AI-driven 
techniques for threat detection. The results show that ML, DL, 
hybrid AI, and federated learning can offer more accurate, 
adaptive and intelligent security to help detect known and 
unknown cyber threats. Moreover, Random Forest, SVM, 
CNN, LSTM and hybrid models have shown promising 
results for the IoT threat detection, and federated learning also 
enables privacy-preserving threat detection. However, there 
are still issues of data quality, device diversity, compute 
limitations, communication overheads, scalability, and false-
positive alerts. In conclusion, the use of AI-based solutions in 
an intelligent way offers a solid basis for the creation of 
secure, reliable, scalable, and adaptive IoT environments. 

Lightweight, adaptive, and explainable AI models for 
resource constrained IoT devices is an important area of 
further research. Further research is needed to assess the 
scalability, data privacy, computational efficiency, and 
detection of evolving and unknown attacks in federated 
learning, real-time detection, standardized datasets, hybrid 
approaches, and efficient feature selection. 
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