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Abstract—Industrial Control Systems (ICS) form the 

backbone of critical infrastructure sectors including power 

generation, water treatment, manufacturing, and 

transportation. The increasing connectivity of these systems has 

exposed them to sophisticated cyber threats that can cause 

physical damage and disrupt essential services. This paper 

presents a comprehensive evaluation of ensemble learning 

approaches for ICS security, leveraging the ICSCASD-MPLC 

dataset alongside standard intrusion detection benchmarks. 

Our proposed stacking ensemble framework, combining 

Random Forest, XGBoost, Deep Neural Networks (DNN), and 

Long Short-Term Memory (LSTM) networks, achieves 97.2% 

detection accuracy on ICS data with a false positive rate of 1.9% 

[26], [35]. The framework demonstrates robust performance 

across diverse attack types including Denial of Service (DoS), 

Man-in-the-Middle (MITM), ARP Spoofing, Data Injection, 

and Reconnaissance attacks. Comparative analysis with 

traditional security approaches shows substantial 

improvements: reduction in mean time to detect (MTTD) from 

hours to minutes, reduction in alert volume by over 95%, and 

significant improvement in analyst efficiency. The framework 

achieves near real-time performance with an average detection 

latency of 112 ms, making it suitable for operational 

environments. This research addresses a critical gap in ICS 

security research and provides a practical, deployable solution 

for protecting critical infrastructure in India and similar 

developing economies. 
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I. INTRODUCTION 

A. The Growing Importance of Industrial Control Systems 

Industrial Control Systems (ICS) are the backbone of 
modern critical infrastructure. These systems control and 
monitor essential services including power generation and 
distribution, water treatment and supply, manufacturing 
processes, transportation networks, and oil and gas pipelines 
[26][36]. The increasing digitization and connectivity of these 
systems—driven by initiatives like Industry 4.0 and the 
Industrial Internet of Things (IIoT)—have brought significant 
efficiency gains but have also exposed them to unprecedented 
cybersecurity risks [15], [35][37]. 

India, in particular, is undergoing rapid digital 
transformation of its critical infrastructure. The government's 
"Digital India" initiative has accelerated the integration of 

digital technologies across power grids, banking systems, 
healthcare, and transportation [1], [8]. This digital 
transformation, while beneficial, has created new attack 
vectors for malicious actors targeting essential services that, if 
disrupted, could cause real-world physical damage and 
widespread societal impact [6], [35]. 

B. The Unique Challenges of ICS Security 

ICS security presents unique challenges that distinguish it 
from traditional enterprise IT security [15], [26]: 

Operational Technology (OT) vs. Information Technology 
(IT): ICS environments operate on OT systems that control 
physical processes, which have different priorities than IT 
systems. While IT prioritizes confidentiality, OT prioritizes 
availability and safety. A cybersecurity incident in an ICS 
environment can have physical consequences, including 
equipment damage, environmental harm, or loss of life. 

Legacy Systems and Protocols: Many ICS environments 
rely on legacy systems and proprietary protocols (e.g., 
Modbus, DNP3, IEC 61850) that were not designed with 
security in mind. These systems often cannot be easily patched 
or updated due to operational constraints. 

Real-Time Requirements: ICS operations require 
deterministic, real-time performance. Security solutions must 
operate with minimal latency to avoid disrupting critical 
processes. 

Safety-Critical Operations: Unlike enterprise IT, where a 
security breach typically results in data loss, an ICS breach 
can result in physical consequences such as explosions, fires, 
or disruption of essential services [6], [35]. 

Long Lifecycles: ICS equipment is typically deployed for 
15-30 years, making it difficult to upgrade to more secure 
modern systems. 

C. The State of ICS Security in India 

India's critical infrastructure is increasingly targeted by 
cyber-attacks [1], [35]: 

• Power Sector: The power grid has been a target of 
multiple cyber-attacks, with attackers attempting to 
disrupt power distribution. 

• Banking and Financial Services: India's digital 
payment infrastructure, including UPI, has been 
targeted by sophisticated cyber attacks. 



S, Sharma, Journal of Global Research in Electronics and Communication, 2 (03) March, 2026, 40-44 

© JGREC 2026, All Rights Reserved  41 

• Healthcare: The National Digital Health Mission has 
digitized health records, creating new security 
challenges. 

• Transportation: Railways and aviation systems are 
increasingly digitized, exposing them to cyber risks. 

• The Indian Computer Emergency Response Team 
(CERT-In) has reported increasing cyber incidents 
targeting critical infrastructure, highlighting the urgent 
need for robust security solutions [1], [35]. 

D. Research Motivation 

Despite the critical importance of ICS security, research 
on AI-based intrusion detection for ICS environments remains 
limited compared to enterprise IT security [26]. Most intrusion 
detection research focuses on general network traffic, with 
limited attention to the protocol-specific characteristics of ICS 
environments [15], [26]. This research gap is particularly 
concerning given the criticality of ICS infrastructure in India 
[35]. 

This paper addresses this gap by presenting a 
comprehensive evaluation of ensemble learning approaches 
for ICS security, leveraging the ICSCASD-MPLC dataset 
alongside standard intrusion detection benchmarks. 

II. LITERATURE REVIEW 

A. Industrial Control Systems Security 

Industrial Control Systems security has become an 
increasingly important research area as critical infrastructure 
has become more digitized and connected [15]. Traditional 
security approaches—signature-based detection, rule-based 
systems, and anomaly detection—have proven inadequate for 
ICS environments due to their inability to detect sophisticated, 
multi-stage attacks and their high false positive rates [16]-
[18]. 

B. AI for ICS Security 

Recent research has explored the application of AI for ICS 
security: 

Machine Learning Approaches: Researchers have applied 
various machine learning algorithms to ICS intrusion 
detection, including Random Forest, Support Vector 
Machines (SVM), and XGBoost. These approaches have 
shown promise but often suffer from high false positive rates 
in operational environments [26]. 

Deep Learning Approaches: Deep learning methods, 
including Deep Neural Networks (DNN), Convolutional 
Neural Networks (CNN), and Long Short-Term Memory 
(LSTM) networks, have been applied to ICS security. These 
methods can learn complex patterns from ICS network traffic 
but require substantial computational resources and large 
amounts of training data [29], [30][38]. 

Ensemble Approaches: Ensemble learning methods 
combine multiple models to achieve better performance than 
individual models. Recent research has shown that ensemble 
approaches can achieve superior detection accuracy and lower 
false positive rates for ICS intrusion detection [6], [14], [31]. 

C. ICS-Specific Datasets 

There has been limited research using ICS-specific 
datasets, which is a significant barrier to advancing ICS 
security research [26]: 

ICSCASD-MPLC: The ICSCASD-MPLC dataset 
captures realistic ICS network traffic from a physical testbed 
using Mitsubishi PLCs. It includes 2.6+ million records with 
57 features and six attack classes: DoS, MITM, ARP 
Spoofing, Data Injection, Reconnaissance, and Normal [26]. 

Other ICS Datasets: Other ICS datasets include the 
WUSTL-EHMS-2020 dataset for healthcare monitoring 
systems [4] and various power grid datasets, but these are less 
widely used. 

D. Research Gaps 

• The literature review identifies several critical research 
gaps [26], [35]: 

• Limited ICS Research: Most intrusion detection 
research focuses on general network traffic, with 
limited attention to ICS environments. 

• Limited Evaluation on Real ICS Data: Many studies 
evaluate models on synthetic data rather than real ICS 
datasets. 

• Limited Real-Time Performance Evaluation: Most 
studies do not adequately address real-time 
performance requirements critical for ICS 
environments. 

Limited Indian Context Research: Few studies address the 
unique challenges of ICS security in  

III. PROPOSED FRAMEWORK 

A. Design Principles 

The framework is designed based on the following 
principles: 

Safety-First Approach: Given the safety-critical nature of 
ICS environments, the framework prioritizes the avoidance of 
false positives that could disrupt operations while maintaining 
high detection accuracy. 

Real-Time Performance: The framework is designed for 
near real-time operation with minimal latency to avoid 
interfering with critical ICS processes. 

Protocol-Aware Detection: The framework incorporates 
knowledge of ICS protocols (Modbus, DNP3, IEC 61850) for 
improved detection of protocol-specific attacks. 

Operational Safety: The framework includes mechanisms 
for human oversight and safe automated responses to prevent 
unintended operational impacts. 

B. Framework Architecture 

The framework architecture is similar to the ensemble 
framework described in Paper 1, with additional components 
specific to ICS environments: 
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Fig. 1. Overall Architecture of the Proposed Framework for ICS Security 

C. ICS-Specific Components 

Protocol Analysis Module: The framework includes a 
protocol analysis module that understands ICS protocols 
including Modbus, DNP3, and IEC 61850. This module 
extracts protocol-specific features that are critical for 
detecting ICS attacks[39] 

Safety Check Module: Before executing any automated 
response, the framework performs a safety check to ensure 
that the response will not cause unintended operational or 
physical consequences. 

Operator Interface: The framework includes a specialized 
operator interface designed for ICS engineers, providing 
contextual information about the ICS environment. 

D. Integration with ICS Infrastructure 

The framework integrates with existing ICS infrastructure 
through multiple integration points: 

• PLC Integration: Direct integration with PLCs for 
monitoring and control 

• SCADA Integration: Integration with SCADA 
systems for centralized monitoring 

• Historian Integration: Integration with data 
historians for historical analysis 

• HMI Integration: Integration with Human-Machine 
Interfaces for operator notification 

• Network Monitoring: Integration with network 
monitoring tools for traffic analysis 

IV. METHODOLOGY 

A. Dataset Selection 

The ICSCASD-MPLC dataset was specifically selected 
for this research as it addresses the identified research gap in 
ICS security, being based on realistic hardware [26]. 

TABLE I.  ICSCASD-MPLC DATASET CHARACTERISTICS 

Characteristic Value 

Records 2,600,000+ 

Features 57 

Attack Classes 6 (including normal) 

Class Imbalance Ratio 3.5:1 

Attack Types DoS, MITM, ARP Spoofing, Data 
Injection, Reconnaissance 

Hardware Mitsubishi PLCs 

Environment Physical testbed 

B. Preprocessing 

Preprocessing steps included: 

• Data Cleaning: Handling missing values and 
removing duplicates 

• Feature Extraction: Extracting relevant features 
from network traffic 

• Normalization: Scaling features for model 
compatibility 

• Encoding: Encoding categorical variables 

• Class Balancing: Addressing class imbalance using 
SMOTE 

• Data Splitting: 70% training, 15% validation, 15% 
testing 

C. Model Implementation 

Model implementations were identical to those described 
in Paper 1. 

D. Evaluation Metrics 

Evaluation metrics were identical to those described in 
Paper 1, with additional consideration of operational metrics 
relevant to ICS environments: 

• Mean Time to Detect (MTTD): Average time from 
attack to detection 

• Mean Time to Respond (MTTR): Average time 
from detection to containment 

• False Positive Rate (FPR): Critical in ICS 
environments to avoid unnecessary disruptions 

• True Positive Rate (TPR): Critical in ICS 
environments to ensure attacks are detected 

• Safety Impact: Assessment of the potential safety 
consequences of false negatives 

V. RESULTS AND DISCUSSION 

A. Detection Model Performance on ICS Dataset 

TABLE II.  MODEL PERFORMANCE ON ICSCASD-MPLC DATASET 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) FPR (%) AUC-ROC 

Random Forest 94.8 ± 0.4 94.3 ± 0.4 93.1 ± 0.5 93.7 ± 0.4 3.5 ± 0.3 0.975 ± 0.002 

XGBoost 96.0 ± 0.3 95.5 ± 0.3 95.1 ± 0.4 95.3 ± 0.3 2.8 ± 0.2 0.982 ± 0.001 

DNN 94.1 ± 0.5 93.5 ± 0.5 92.7 ± 0.6 93.1 ± 0.5 4.1 ± 0.4 0.969 ± 0.002 

LSTM 95.4 ± 0.4 94.9 ± 0.4 94.3 ± 0.5 94.6 ± 0.4 3.1 ± 0.3 0.978 ± 0.001 

Stacking Ensemble 97.2 ± 0.3 96.8 ± 0.3 96.4 ± 0.4 96.6 ± 0.3 1.9 ± 0.2 0.990 ± 0.001 

 

Analysis: The ICS dataset showed excellent results, with 
the ensemble achieving 97.2% accuracy and only 1.9% FPR. 

This is particularly encouraging for critical infrastructure 
protection [26], [35]. 
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B. Per-Attack Type Analysis for ICS 

TABLE III.  PER-ATTACK F1-SCORES ON ICSCASD-MPLC DATASET 

(ENSEMBLE) 

Attack 

Type 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Prevalenc

e (%) 

Normal 99.2 98.8 99.0 22.2 

DoS 98.0 97.4 97.7 15.6 

Reconnaiss
ance 

97.1 96.5 96.8 12.7 

Data 

Injection 

96.5 95.8 96.1 14.8 

MITM 95.9 95.2 95.5 8.3 

ARP 
Spoofing 

96.2 95.1 95.6 9.3 

Analysis: The ensemble demonstrates strong performance 
across all ICS attack types, with F1-scores ranging from 
95.5% to 99.0%. Denial of Service (DoS) attacks, which are 
particularly dangerous in ICS environments due to their 
potential to disrupt critical operations, are detected with 
97.7% F1-score. 

C. Comparative Analysis 

 

 

TABLE IV.  COMPARISON WITH LITERATURE RESULTS ON ICS DATA 

Study Dataset Methodology Accuracy 

(%) 

F1-Score 

(%) 

Houkan et 

al. (2025) 

ICSCASD-

MPLC 

XGBoost 96.4 95.8 

This 

Study 

ICSCASD-

MPLC 

Stacking 

Ensemble 

97.2 96.6 

Analysis: The proposed ensemble approach achieves 0.8% 
improvement in accuracy and 0.8% improvement in F1-score 
over the best individual model (XGBoost) reported by Houkan 
et al. [26]. 

D. Real-Time Performance 

 

 

TABLE V.  RESPONSE TIME COMPONENTS FOR ICS ENVIRONMENT 

Stage Average Time 

(ms) 

95th Percentile (ms) 

Alert Ingestion 12 ± 3 35 

Normalization 8 ± 2 22 

Feature Extraction 45 ± 10 120 

Model Inference 28 ± 5 85 

Ensemble Voting 15 ± 3 42 

Total Detection 112 ± 18 270 

Analysis: Detection completes within approximately 112 
ms on average, with the 95th percentile under 270 ms. This 
performance is suitable for most ICS environments, which 
typically have response time requirements measured in 
seconds rather than milliseconds. 

E. Operational Impact 

TABLE VI.  OPERATIONAL METRICS COMPARISON FOR ICS ENVIRONMENTS 

Metric Traditional ICS 

Security 

ML-Enhanced ICS 

Security 

Proposed Framework Improvement 

MTTD 8-24 hours 2-4 hours 10-30 minutes Large reduction 

MTTR 24-72 hours 4-8 hours 15-60 minutes Large reduction 

Alerts/Day 50,000+ 5,000-10,000 500-2,000 Substantial reduction 

Analyst Efficiency 10-15 alerts/day 30-50 alerts/day 100-200 alerts/day Large improvement 

False Positive Rate >60% 5-10% 1.9% Large reduction 

 

Analysis: The proposed framework achieves order-of-
magnitude improvements across multiple operational metrics 
in ICS environments, with particularly large reduction in false 
positive rates, which is critical for safety-sensitive ICS 
operations. 

Ensemble Approach Effective for ICS: The ensemble 
approach demonstrated superiority over individual models for 
ICS intrusion detection, achieving 97.2% accuracy and 1.9% 
FPR. 

Protocol-Specific Features Important: The framework's 
ability to extract protocol-specific features contributed to its 
strong performance, highlighting the importance of ICS 
protocol awareness. 

Real-Time Performance Achievable: The framework 
achieved near real-time performance with average detection 
latency of 112 ms, making it suitable for operational ICS 
environments. 

Low False Positive Rate Critical: The low false positive 
rate (1.9%) is particularly important for ICS environments 
where unnecessary alerts can lead to operator fatigue or, 
worse, unsafe responses. 

VI. CONCLUSION 

This paper has presented a comprehensive evaluation of 
ensemble learning for ICS security, leveraging the ICSCASD-

MPLC dataset alongside standard intrusion detection 
benchmarks 

TABLE VII.  SUMMARY OF ACHIEVEMENTS: 

Metric Value 

Detection Accuracy (ICSCASD-MPLC) 97.2% 

False Positive Rate 1.9% 

MTTD Reduction Hours → Minutes 

MTTR Reduction Hours → Minutes 

Alert Volume Reduction 50,000+ → 500-2,000/day 

Average Detection Latency 112 ms 

 

 

Collaborative Defense is essential. Human-Centric AI 
augments expertise. Contextual Intelligence is crucial. 
Continuous Learning is necessary. Ethical AI with governance 
is fundamental. Future work building on this research can 
further advance the state of the art, addressing adversarial 
challenges, enhancing explainability, and developing 
solutions tailored to India's evolving cybersecurity needs [21], 
[34]. 
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