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Abstract—The large-scale, high-speed characteristics of
network traffic in the modern digital world and the constantly
changing threat environment requires real-time detection of
anomalies in cybersecurity infrastructure. The paper is a
synthesis and review of recent studies (2015-2024) at the
crossroads of artificial intelligence (AI) and network traffic
anomaly detection, with a specific focus on real-time or near
real-time detection. The review features classical statistical
techniques, ML-based techniques, DL, and hybrid/edge
paradigm that allow rapid detection. Then identify key
limitations in current frameworks (such as latency, false-alarm
rates, model drift, adversarial robustness, and feature-
engineering overhead) and propose a conceptual architecture
that extends prior work by integrating lightweight unsupervised
online learning, edge computing, and adversarial regularization
for real-time responsiveness and scalability. The analysis wraps
up with unresolved issues and research directions in the future
of Al-based anomaly detection of network traffic.
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I. INTRODUCTION

In the modern globalized world, information and
communications networks host large volumes of traffic and
underpin essential infrastructures, which are prime targets in
cyber threats [1][2]. Traditional signature-based intrusion
detection systems (IDSs) find it difficult to remain ahead of
zero-day attacks and polymorphic malware in addition to
insider threats and exfiltration through normal-looking flows
[3][4]. The use of AI [5], ML and DL algorithms has become
a promising paradigm of anomaly detection in network traffic
that can indicate undesirable or unpredicted behaviour
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The process of real-time (or near-real-time) anomaly
detection is particularly tricky: it is necessary to process
streaming traffic with a low latency, deal with changing
network behaviors, high accuracy and low false positive rates,
and the system must be scalable and adaptive. Since 2015 the
progress in using Al in detecting anomalies in the network has
been significant, but there are still many gaps.

The paper is addressed to academic researchers who are
interested in Al in cybersecurity and network traffic analysis
[9][10]. The survey key work and trends presented in the
2015-2024 period, summarizes the findings and suggests how
a next generation framework can be enhanced in comparison
with current systems. The rest of the paper is organized as
follows: Section II evaluates relevant work. Section III
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describes approaches and common architectures. Section IV
summarizes the outcomes and findings of the literature.
Section V discusses limits, Section VI proposes further work,
and Section VII concludes.

II. RELATED WORK

A. Traditional and Statistical Methods

Early work on network anomaly detection relied heavily
on statistical modelling or signature-based heuristics. For
example, incremental anomaly detection approaches surveyed
by Bhuyan et al. (2012) highlighted the use of baseline traffic
modelling and thresholding, though they emphasized issues of
online-processing and scalability [11]. These techniques are
fragile when network behaviors change and often have
significant false-alarm rates.

B. Machine-Learning Approaches

In the past decade, supervised and unsupervised ML
techniques began to dominate the domain. Schummer et al.
(2024) developed a ML-based system for network anomaly
detection combining unsupervised and supervised methods
(e.g., clustering, classification) along with SHAP values for
interpretability [12][13][14]. Their findings showed Random
Forest achieved ~94.3 % accuracy in point- anomaly detection
tasks on network traffic data.

Similarly, D. Ramotsoela et al. (2018) proposed a CNN-
based online anomaly-detection system tied to software-
defined networks (SDN) for real-time monitoring in edge-
clustered networks. Their system exhibited improved
accuracy and mitigation speed when compared to shallow
classification models [15].

C. Deep Learning and Hybrid Models

The arrival of deep learning enabled richer representations
of network traffic flows and temporal dependencies. Singh &
Jang-Jaccard (2022) proposed MSCNN-LSTM-AE, a multi-
scale convolutional- recurrent autoencoder for unsupervised
intrusion detection on NSL-KDD, UNSW-NBI15, and
CICDDo0S2019 datasets, showing superior performance to
prior unsupervised methods [16]. Lunardi et al. (2022)
introduced ARCADE: an adversarially regularized
convolutional autoencoder for unsupervised network anomaly
detection, training exclusively on normal traffic and therefore
enabling detection of unknown attacks; they achieved faster
detection with fewer parameters than baselines [17][18].
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D. Surveys and Real-Time Considerations

Recent survey articles underscore the shift toward real-
time and streaming settings. M. Kohli and I. Chhabra (2025)
provide an overview of anomaly detection in cyber-physical
systems (CPS), with a focus on edge computing, adversarial
machine learning, real-time detection, and the need of human-
in-loop systems [19]. A. D’Alconzo et al. (2019) deliver a
comprehensive survey on network-packet anomaly detection
techniques, demographics, and performance evolution—
highlighting the move from rule-based methods to DL
paradigms [20].

E. Key Takeaways

From these works extract several trends: (1) unsupervised
/ semi-supervised learning is increasingly used to detect
unknown anomalies; (2) feature engineering is being replaced
or supplemented by automatic feature extraction (CNN,
LSTM, graph-networks); (3) edge computing and SDN
frameworks enable lower latency and distributed detection;
(4) adversarial training and explainability (XAl) are emerging
to strengthen model robustness and transparency [21].
Nevertheless, latency, real-time streaming, model drift, life-
cycle administration and adversarial evasion are still
unresolved problems.

III. METHODOLOGY (TYPICAL Al + NETWORK-TRAFFIC
ANOMALY-DETECTION FRAMEWORK)

A. Data Sources and Pre-processing

A network traffic data consists of packet-level captures
(PCAPs) and flow records (NetFlow/IPFIX), logs, and
metadata. Some of the most common public datasets in
research are NSL-KDD, UNSW-NB15, CICDDo0S2019, and
others [22][23]. The process of pre-processing usually
includes: feature extraction (packet counts, bytes, flow
durations, protocols), transformations (normalization, one-hot
encoding) and streaming detection by windowing/time-series
fragmentation.

B. Feature Engineering vs Automatic Feature Learning

Conventional ML is based on engineered features (e.g.,
destination/source ports, size and time of packets), and the DL
methods do not require much manual feature engineering. For
instance, Liu et al. (2023) used CNNs directly on raw flow
features in an SDN-based real-time environment. Hybrid
methods may combine both.

C. Model Architectures for Real-Time Detection

e Supervised classifiers (e.g., SVM, RF) trained on
labelled normal/anomalous data [24].

e Unsupervised models (e.g., Isolation Forest, LOF,
One-Class SVM) for anomaly detection without

labelled attacks.
e Deep models: Autoencoders, CNN-LSTM
combinations,  graph  neural networks for

temporal/spatial modelling [25].

e Adversarial regularization: ARCADE uses an
adversarial method to regularize a convolutional
autoencoder and improve detection of unseen
anomalies.

Online/streaming & edge deployment: Real-time
detection requires models that update or adapt online, often
deployed at network edge/SDN switches for low latency [26].
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D. Performance Metrics and Real-Time Constraints

The most important evaluation measures are accuracy,
recall, precision, Fl-score, false-alarm rate, processing
latency (milliseconds scale) and throughput (flows/s) [27].
Streaming flows need to be processed by real-time systems in
a minimal time; Lunardi et al. measured processing time per
flow less than 0.033 ms in one instance.

E. Conceptual Proposed Extension
Based on the gaps identified, propose a conceptual
architecture:

e Deploy lightweight unsupervised online-learning
model (e.g., One-Class SVM or isolation-forest
variant) at edge nodes;

e Complement with an adversarial-
regularized autoencoder for
analyzing deeper temporal/spatial

correlations centrally;

o Leverage SDN-based flow-monitoring for dynamic
feature capture;

e Incorporate concept drift adaptation and model-update
pipeline;

o Integrate explainable Al (XAI) for transparency and
operator trust;

e Seamlessly escalate suspected anomaly flows to
central system for deeper analysis and signature
extraction.

IV. RESULTS AND DISCUSSION

A. Comparative Review of Approaches

ML techniques that are supervised (e.g., Random Forest)
tend to report very high classification (when in controlled
settings): which reported a reported accuracy of around 94
percent in detection of point-anomalies. Nonetheless, these
models are based on labeled attack information, and have
difficulty in unknown threats and streaming contexts [28].

Anomaly detection of unsupervised ML (One-Class SVM,
Isolation Forest) is not labeled, although it tends to have a
higher false-positive error. As an example, real-time network
anomaly detection with Isolation Forest and SHAP-based
explainability were demonstrated to be feasible but had
computational and scalability limitations.

Deep-learning techniques are promising in the ability to
model temporal and spatial dependencies. Singh & Jang-
Jaccard’s MSCNN-LSTM-AE achieved superior performance
across multiple datasets [29]. The ARCADE model achieved
faster detection and fewer parameters than prior work—thus
improving responsiveness.

Edge/SDN deployment delivered real-time
packet/extraction and detection, highlighting the value of co-
design of network infrastructure and anomaly detection model
[30].

B. Real-Time Considerations

Real-time anomaly detection demands sub-second (or sub-
millisecond) processing, high flow- throughput support, and
adaptation to traffic drift [31]. Lunardi et al. reported per-flow
processing time < 0.033 ms. Liu et al. used SDN and CNN for
online packet extraction and detection. These show that real-
time operation is feasible—but often at cost of dataset realism,
limited attack types, or offline training.
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C. Identified Gaps and Improvement Opportunities

e Model drift and adaptivity: Many models assume
fixed distributions; few handle network behaviour
change over time.

e Edge deployment and resource constraints:
Lightweight models are needed for deployment at
switches or loT/edge devices; most research still uses
server-class hardware.

e Adversarial robustness: Attackers increasingly target
Al systems (adversarial examples, evasion). Few

anomaly detection works address such threats
explicitly (except ARCADE).

e Explainability and trust: Operators require
transparent decision-making (e.g., via SHAP).

e Labelled data scarcity and novel anomaly

detection: Supervised models falter on unknown
attack types. Unsupervised/one-class methods are
promising but less mature.

e Scalability and streaming throughput: Techniques
must scale to millions of flows/second and maintain
low latency.

e Integration with network infrastructure: SDN,
flow-monitoring, edge computing and Al must be co-
designed for maximum effectiveness.

The proposed architecture (Section III-E) addresses
several of these gaps by combining online unsupervised
learning at the edge, adversarial regularization centrally,
adaptive model updates, and deployment in SDN/edge
environments.

V. LIMITATIONS

This survey has several limitations:

e Scope restriction: The limitations of the review to
literature published between 2015 and 2024 and
focused on Al-based network traffic anomaly
detection; broadband descriptive coverage of
signature-based IDS or non-Al methods is omitted
[32].

e Data source limitations: While referencing publicly
available literature, access to full dataset details and
implementation specifics was limited in some cases.

e Lack of empirical replication: The proposed
architecture is conceptual do not provide experimental
results or real-world deployment validation.

e Rapidly evolving field: The field of Al-driven
cybersecurity evolves rapidly; new works beyond
2024 may mitigate some identified gaps [33][34].

VI. FUTURE WORK
Future research directions include:

¢ Online, incremental, drift-aware learning: Develop
methods that adapt continuously to network behaviour
changes and concept drift without full retraining.

o Resource-aware edge deployment: Create ultra-
lightweight models (e.g., compressed autoencoders,
quantized models) for deployment on edge/loT
devices and within SDN switches.

e Adversarial & robust models: Integrate adversarial
learning, detection of evasion attacks, and resilience to
poisoning or mimicry attacks.

e Explainable and operationally usable systems:
Incorporate XAI frameworks to deliver actionable
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insights to SOC analysts, reducing alert fatigue and
building operator trust.

e Streaming anomaly detection at scale: Investigate
architectures capable of sustaining millions of flows
per second with sub-millisecond latency and low false-
positive rates.

e Benchmarking and real-world datasets: Open,
realistic streaming network traffic datasets with
labelled anomalies (and drift) would support realistic
evaluation and deployment readiness.

o Co-design with network infrastructure: Work with
SDN, network telemetry, and programmable data
planes to embed anomaly detection directly in network
fabrics.

VII. CONCLUSION

The current paper examines the current state of the art in
Al-driven anomaly detection for network traffic in real-time
or near-real-time contexts, with a particular emphasis on the
years 2015-2024. They observed the evolution from statistical
and rule-based methods towards ML, DL, and hybrid
edge/streaming systems. While significant progress has been
made—especially in unsupervised learning, edge-based
deployment, and adversarially regularized models—several
important challenges remain, including model adaptivity,
scalability, adversarial robustness, explainability, and
deployment readiness. They proposed a conceptual
architecture to advance the field and provided directions for
future research. With the complexity of the networks
expanding and the threat actors becoming more advanced, the
implementation of Al into real-time anomaly detection will
play a significant role in building resilient cybersecurity.
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